
Web Assessment Report

caspianequity.in

Date: 6th March 2023
Prepared By: pagEntra Infosec Pvt Ltd



Introduction:
Purpose: The purpose of this assessment is to identify the current security
posture of your website by scanning your website.

  
This assessment with help you in:

 Identify security weakness in your website which can be exploited by todays
modern threat attackers.

Minimize the damage by addressing the security gaps on your website.
 Reduce the risk of business impact by cyber-attacks on your website.

  
 
Scope: The Scope of the assessment is limited to your website / web application.
We scan your website / web applications without authentication using professional
custom tools to identify the vulnerabilities and security gaps which can be
exploited by the hackers. Please reach out to us if you need us to perform
authenticated scans.



Executive Summary:
Website caspianequity.in

Website Security Score "F"

Backend Platform WordPress

Risk factor High - Presence of high, low and info level vulnerabilities.

Others -

Issue Identified:

    Confidence

    Certain Firm Tentative Total

Severity

High 15 1 0 16

Medium 0 0 0 0

Low 0 3 0 3

Information 40 1 0 41



SiteWALL Web Security Assessment Report

Summary
The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as
High, Medium, Low, Information. This reflects the likely impact of each issue for a typical organization. Issues are also classified
according to confidence as Certain, Firm or Tentative. This reflects the inherent reliability of the technique that was used to
identify the issue.

 

    Confidence

    Certain Firm Tentative Total

Severity

High 15 1 0 16

Medium 0 0 0 0

Low 0 3 0 3

Information 40 1 0 41

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a
confidence level of Certain, and the bars fade as the confidence level falls.
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1. XPath injection

Summary
Severity:   High



Confidence:   Firm

Host:   https://caspianequity.in

Path:   /wp-content/plugins/popup-maker/assets/js/site.min.js

Issue detail
The URL path filename appears to be vulnerable to XPath injection attacks. The payload ' was submitted in the URL path
filename, and an XPath error message was returned. You should review the contents of the error message, and the application's
handling of other input, to confirm whether a vulnerability is present.

Issue background
XPath injection vulnerabilities arise when user-controllable data is incorporated into XPath queries in an unsafe manner. An
attacker can supply crafted input to break out of the data context in which their input appears and interfere with the structure
of the surrounding query.

Depending on the purpose for which the vulnerable query is being used, an attacker may be able to exploit an XPath injection
flaw to read sensitive application data or interfere with application logic.

Issue remediation
User input should be strictly validated before being incorporated into XPath queries. In most cases, it will be appropriate to
accept input containing only short alphanumeric strings. At the very least, input containing any XPath metacharacters such as "
' / @ = * [ ] ( and ) should be rejected.

Vulnerability classifications
CWE-94: Improper Control of Generation of Code ('Code Injection')
CWE-116: Improper Encoding or Escaping of Output
CWE-159: Failure to Sanitize Special Element
CWE-643: Improper Neutralization of Data within XPath Expressions ('XPath Injection')
CAPEC-83: XPath Injection

Request
GET /wp-content/plugins/popup-maker/assets/js/site.min.js'?defer&ver=1.18.0 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1484534759.1677934769; _gid=GA1.2.1282337245.1677934769; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
  

Response
HTTP/2 200 OK

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Last-Modified: Tue, 28 Feb 2023 13:11:19 GMT

 Accept-Ranges: bytes
 Content-Length: 69665

Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/javascript

 Date: Sat, 04 Mar 2023 13:01:27 GMT
 Server: Apache

  
var PUM,PUM_Accessibility,PUM_Analytics,pm_cookie,pm_cookie_json,pm_remove_cookie;!function(i){"use strict";void

https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/116.html
https://cwe.mitre.org/data/definitions/159.html
https://cwe.mitre.org/data/definitions/643.html
https://capec.mitre.org/data/definitions/83.html


0===i.fn.on&&(i.fn.on=function(e,o,t){return this.delegate(o,e,t)}),void 0===i.fn.off&&
...[SNIP]...
ndow.clearTimeout(i),i=window.setTimeout(function(){t.apply(e,o)},n)}},throttle:function(e,o){function t(){n=!1}var
n=!1;return function(){n||(e.apply(this,arguments),window.setTimeout(t,o),n=!0)}},getXPath:function(e){var t,n,i,r,s=
[];return a.each(a(e).parents(),function(e,o){return
r=a(o),t=r.attr("id")||"",n=r.attr("class")||"",i=r.get(0).tagName.toLowerCase(),r=r.parent().children(i).index(r),"body"
...[SNIP]...

2. Cross-origin resource sharing: arbitrary origin trusted

There are 15 instances of this issue:

/wp-json/
/wp-json/oembed/1.0/embed
/wp-json/wp/v2/pages/248
/wp-json/wp/v2/pages/267
/wp-json/wp/v2/pages/328
/wp-json/wp/v2/pages/592
/wp-json/wp/v2/pages/614
/wp-json/wp/v2/pages/7
/wp-json/wp/v2/posts/203
/wp-json/wp/v2/posts/206
/wp-json/wp/v2/posts/207
/wp-json/wp/v2/posts/210
/wp-json/wp/v2/posts/211
/wp-json/wp/v2/posts/214
/wp-json/wp/v2/users/1

Issue background
An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform
two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-
request based on the URL and other features of the request.

Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites.
Unless the response consists only of unprotected public content, this policy is likely to present a security risk.

If the site specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged
actions and retrieve sensitive information. Even if it does not, attackers may be able to bypass any IP-based access controls by
proxying through users' browsers.

Issue remediation
Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.

Vulnerability classifications
CWE-942: Overly Permissive Cross-domain Whitelist

2.1. https://caspianequity.in/wp-json/

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://cjnviklawwvw.com

https://cwe.mitre.org/data/definitions/942.html


Request
GET /wp-json/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.510731699.1677935799; _gid=GA1.2.2084164379.1677935799; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://cjnviklawwvw.com

  

Response
HTTP/2 200 OK
X-Robots-Tag: noindex
Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
X-Content-Type-Options: nosniff
Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
Allow: GET
Access-Control-Allow-Origin: https://cjnviklawwvw.com
Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
Access-Control-Allow-Credentials: true
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:17:42 GMT
Server: Apache
 
{"name":"CaspianEquity","description":"","url":"https:\/\/caspianequity.in","home":"https:\/\/caspianequity.in","gmt_offset":"0"
,"timezone_string":"","namespaces":["oembed\/1.0","akismet\/v1","contact
...[SNIP]...

2.2. https://caspianequity.in/wp-json/oembed/1.0/embed

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/oembed/1.0/embed

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://yudjyxilxxku.com

Request
GET /wp-json/oembed/1.0/embed?url=https%3A%2F%2Fcaspianequity.in%2F HTTP/2

 Host: caspianequity.in
 



Accept-Encoding: gzip, deflate
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.2103551468.1677935867; _gid=GA1.2.606632668.1677935867; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://yudjyxilxxku.com
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"

 X-Content-Type-Options: nosniff
 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link

 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
 Allow: GET

 Access-Control-Allow-Origin: https://yudjyxilxxku.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:18:59 GMT
 Server: Apache

  
{"version":"1.0","provider_name":"CaspianEquity","provider_url":"https:\/\/caspianequity.in","author_name":"supercaspianad
min2022","author_url":"https:\/\/caspianequity.in\/author\/supercaspianadmin20

 ...[SNIP]...

2.3. https://caspianequity.in/wp-json/wp/v2/pages/248

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/248

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://hngfrjhbypji.com

Request
GET /wp-json/wp/v2/pages/248 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8



User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.706568974.1677935916; _gid=GA1.2.1894443788.1677935916; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://hngfrjhbypji.com
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/portfolio/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://hngfrjhbypji.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:29 GMT
 Server: Apache

  
{"id":248,"date":"2020-01-17T09:21:41","date_gmt":"2020-01-17T09:21:41","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=248"},"modified":"2020-01-17T09:21:41","modified_gmt":"2020-01-17T09:21

 ...[SNIP]...

2.4. https://caspianequity.in/wp-json/wp/v2/pages/267

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/267

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://nesmuezriepa.com

Request
GET /wp-json/wp/v2/pages/267 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.335319141.1677935878; _gid=GA1.2.1271653064.1677935878; _gat_gtag_UA_164937627_2=1



Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://nesmuezriepa.com
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/bellwether/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://nesmuezriepa.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:27 GMT
 Server: Apache

  
{"id":267,"date":"2020-01-20T01:18:56","date_gmt":"2020-01-20T01:18:56","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=267"},"modified":"2022-07-11T00:55:08","modified_gmt":"2022-07-11T00:55

 ...[SNIP]...

2.5. https://caspianequity.in/wp-json/wp/v2/pages/328

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/328

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://pgalajfgddmu.com

Request
GET /wp-json/wp/v2/pages/328 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.3810255.1677935870; _gid=GA1.2.2080453221.1677935870; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0



Origin: https://pgalajfgddmu.com
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/sme-impact-fund/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://pgalajfgddmu.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:27 GMT
 Server: Apache

  
{"id":328,"date":"2020-01-31T05:03:26","date_gmt":"2020-01-31T05:03:26","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=328"},"modified":"2020-01-31T05:03:26","modified_gmt":"2020-01-31T05:03

 ...[SNIP]...

2.6. https://caspianequity.in/wp-json/wp/v2/pages/592

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/592

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://wvblbiauoeox.com

Request
GET /wp-json/wp/v2/pages/592 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.257363753.1677935873; _gid=GA1.2.1659944371.1677935873; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://wvblbiauoeox.com

  

Response



HTTP/2 200 OK
X-Robots-Tag: noindex
X-Content-Type-Options: nosniff
Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
Link: <https://caspianequity.in/about/>; rel="alternate"; type=text/html
Allow: GET
Access-Control-Allow-Origin: https://wvblbiauoeox.com
Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
Access-Control-Allow-Credentials: true
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:25 GMT
Server: Apache
 
{"id":592,"date":"2022-07-10T16:37:59","date_gmt":"2022-07-10T16:37:59","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=592"},"modified":"2022-07-10T16:37:59","modified_gmt":"2022-07-10T16:37
...[SNIP]...

2.7. https://caspianequity.in/wp-json/wp/v2/pages/614

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/614

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://xtmibivqcvcp.com

Request
GET /wp-json/wp/v2/pages/614 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1061078135.1677935869; _gid=GA1.2.1112214768.1677935869; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://xtmibivqcvcp.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 



Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
Link: <https://caspianequity.in/principal-contact-details-others/>; rel="alternate"; type=text/html
Allow: GET
Access-Control-Allow-Origin: https://xtmibivqcvcp.com
Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
Access-Control-Allow-Credentials: true
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:25 GMT
Server: Apache
 
{"id":614,"date":"2022-09-23T03:48:55","date_gmt":"2022-09-23T03:48:55","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=614"},"modified":"2022-09-23T13:40:44","modified_gmt":"2022-09-23T13:40
...[SNIP]...

2.8. https://caspianequity.in/wp-json/wp/v2/pages/7

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/7

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://snciqtnmoxkw.com

Request
GET /wp-json/wp/v2/pages/7 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2088840268.1677935867; _gid=GA1.2.784720180.1677935867; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://snciqtnmoxkw.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://snciqtnmoxkw.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE



Access-Control-Allow-Credentials: true
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:20:18 GMT
Server: Apache
 
{"id":7,"date":"2019-11-30T11:18:18","date_gmt":"2019-11-30T11:18:18","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=5"},"modified":"2022-07-11T00:27:03","modified_gmt":"2022-07-11T00:27:03"
...[SNIP]...

2.9. https://caspianequity.in/wp-json/wp/v2/posts/203

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/203

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://jskvartbdbgk.com

Request
GET /wp-json/wp/v2/posts/203 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1201444775.1677935876; _gid=GA1.2.918654335.1677935876; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://jskvartbdbgk.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2019/10/when-should-an-early-stage-enterprise-not-borrow-money/>; rel="alternate";
type=text/html

 Allow: GET
 Access-Control-Allow-Origin: https://jskvartbdbgk.com

 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
 Access-Control-Allow-Credentials: true

 Vary: Origin,Accept-Encoding
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN



Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:28 GMT
Server: Apache
 
{"id":203,"date":"2019-10-14T16:02:46","date_gmt":"2019-10-14T16:02:46","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=203"},"modified":"2019-10-14T16:02:46","modified_gmt":"2019-10-14T16:02:46","
...[SNIP]...

2.10. https://caspianequity.in/wp-json/wp/v2/posts/206

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/206

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://wqfekwxzmdig.com

Request
GET /wp-json/wp/v2/posts/206 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.454371927.1677935919; _gid=GA1.2.1519312888.1677935919; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://wqfekwxzmdig.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/>; rel="alternate";
type=text/html

 Allow: GET
 Access-Control-Allow-Origin: https://wqfekwxzmdig.com

 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
 Access-Control-Allow-Credentials: true

 Vary: Origin,Accept-Encoding
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1



Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:29 GMT
Server: Apache
 
{"id":206,"date":"2017-09-14T16:03:44","date_gmt":"2017-09-14T16:03:44","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=206"},"modified":"2017-09-14T16:03:44","modified_gmt":"2017-09-14T16:03:44","
...[SNIP]...

2.11. https://caspianequity.in/wp-json/wp/v2/posts/207

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/207

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://ybpajglldocw.com

Request
GET /wp-json/wp/v2/posts/207 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1200515910.1677935973; _gid=GA1.2.1365635336.1677935973; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://ybpajglldocw.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2019/11/what-does-an-mba-internship-at-caspian-look-like/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://ybpajglldocw.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:49 GMT
 Server: Apache

  
{"id":207,"date":"2019-11-14T16:03:31","date_gmt":"2019-11-14T16:03:31","guid":{"rendered":"https:\/\/caspianequity.in\/?



p=207"},"modified":"2019-11-14T16:03:31","modified_gmt":"2019-11-14T16:03:31","
...[SNIP]...

2.12. https://caspianequity.in/wp-json/wp/v2/posts/210

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/210

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://yaklkrzpvscq.com

Request
GET /wp-json/wp/v2/posts/210 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.416818165.1677935975; _gid=GA1.2.1194589001.1677935975; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://yaklkrzpvscq.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2019/12/building-an-enabling-ecosystem-for-farmers/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://yaklkrzpvscq.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:47 GMT
 Server: Apache

  
{"id":210,"date":"2019-12-14T16:04:33","date_gmt":"2019-12-14T16:04:33","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=210"},"modified":"2019-12-14T16:04:33","modified_gmt":"2019-12-14T16:04:33","

 ...[SNIP]...



2.13. https://caspianequity.in/wp-json/wp/v2/posts/211

Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/211

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://uprrmzstfize.com

Request
GET /wp-json/wp/v2/posts/211 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2053690775.1677935978; _gid=GA1.2.1749566443.1677935978; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://uprrmzstfize.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/>; rel="alternate";
type=text/html

 Allow: GET
 Access-Control-Allow-Origin: https://uprrmzstfize.com

 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
 Access-Control-Allow-Credentials: true

 Vary: Origin,Accept-Encoding
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:47 GMT
 Server: Apache

  
{"id":211,"date":"2018-11-14T16:04:15","date_gmt":"2018-11-14T16:04:15","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=211"},"modified":"2018-11-14T16:04:15","modified_gmt":"2018-11-14T16:04:15","

 ...[SNIP]...

2.14. https://caspianequity.in/wp-json/wp/v2/posts/214



Summary
Severity:   High

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/214

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

The application allowed access from the requested origin https://gztmxrgozwfr.com

Request
GET /wp-json/wp/v2/posts/214 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.931175737.1677935979; _gid=GA1.2.492653709.1677935979; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://gztmxrgozwfr.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2020/01/an-economists-first-look-at-impact-investing/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://gztmxrgozwfr.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:49 GMT
 Server: Apache

  
{"id":214,"date":"2020-01-14T16:04:47","date_gmt":"2020-01-14T16:04:47","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=214"},"modified":"2022-07-10T16:44:00","modified_gmt":"2022-07-10T16:44:00","

 ...[SNIP]...

2.15. https://caspianequity.in/wp-json/wp/v2/users/1

Summary
Severity:   High

Confidence:   Certain



Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/users/1

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any
domain.

 
The application allowed access from the requested origin https://rvysticmcnnx.com

Request
GET /wp-json/wp/v2/users/1 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1998444991.1677935980; _gid=GA1.2.2066872297.1677935980; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://rvysticmcnnx.com

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"

 X-Content-Type-Options: nosniff
 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link

 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
 Allow: GET

 Access-Control-Allow-Origin: https://rvysticmcnnx.com
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:52 GMT
 Server: Apache

  
{"id":1,"name":"supercaspianadmin2022","url":"https:\/\/caspianequity.in","description":"","link":"https:\/\/caspianequity.in\/a
uthor\/supercaspianadmin2022\/","slug":"supercaspianadmin2022","avatar_u

 ...[SNIP]...

3. Client-side JSON injection (DOM-based)

Summary
Severity:   Low

Confidence:   Firm

Host:   https://caspianequity.in

Path:   /wp-content/plugins/popup-maker/assets/js/site.min.js



Issue detail
The application may be vulnerable to DOM-based client-side JSON injection. Data is read from document.cookie and passed to
JSON.parse().

 
Because the data originates from a cookie, the application's behavior is not trivial to exploit in an attack against another user.
Typically, you will need to find a means of setting an arbitrary cookie value in the victim's browser in order to exploit the
vulnerability. Applications often contain "cookie-forcing" conditions which make this possible, and such a condition in any
related domain or subdomain can potentially be used for this purpose. Nonetheless, this limitation somewhat mitigates the
impact of the vulnerability.

Issue background
DOM-based vulnerabilities arise when a client-side script reads data from a controllable part of the DOM (for example, the URL)
and processes this data in an unsafe way.

DOM-based JSON injection arises when a script incorporates controllable data into a string that is parsed as a JSON data
structure and then processed by the application. An attacker may be able to use this behavior to construct a URL that, if visited
by another application user, will cause arbitrary JSON data to be processed. Depending on the purpose for which this data is
used, it may be possible to subvert the application's logic, or cause unintended actions on behalf of the user.

SiteWALL automatically identifies this issue using dynamic and static code analysis. Static analysis can lead to false positives
that are not actually exploitable. If SiteWALL Scanner has not provided any evidence resulting from dynamic analysis, you
should review the relevant code and execution paths to determine whether this vulnerability is indeed present, or whether
mitigations are in place that would prevent exploitation.

Issue remediation
The most effective way to avoid DOM-based JSON injection vulnerabilities is not to parse as JSON any string containing data that
originated from an untrusted source. If the desired functionality of the application means that this behavior is unavoidable, then
defenses must be implemented within the client-side code to prevent malicious data from modifying the JSON structure in
inappropriate ways. This may involve strict validation of specific items to ensure they do not contain any characters that may
interfere with the structure of the JSON when it is parsed.

Vulnerability classifications
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
CWE-116: Improper Encoding or Escaping of Output
CWE-159: Failure to Sanitize Special Element
CAPEC-153: Input Data Manipulation

Request
GET /wp-content/plugins/popup-maker/assets/js/site.min.js?defer&ver=1.18.0 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1197795404.1677933920; _gid=GA1.2.642742705.1677933920; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

  

Response
HTTP/2 200 OK

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Last-Modified: Tue, 28 Feb 2023 13:11:19 GMT

 Accept-Ranges: bytes
 Content-Length: 69665

Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 

https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/116.html
https://cwe.mitre.org/data/definitions/159.html
https://capec.mitre.org/data/definitions/153.html


Content-Type: application/javascript
Date: Sat, 04 Mar 2023 12:45:20 GMT
Server: Apache
 
var PUM,PUM_Accessibility,PUM_Analytics,pm_cookie,pm_cookie_json,pm_remove_cookie;!function(i){"use strict";void
0===i.fn.on&&(i.fn.on=function(e,o,t){return this.delegate(o,e,t)}),void 0===i.fn.off&&
...[SNIP]...
(/[\(\)]/g,escape),document.cookie=[e,"=",o,t.expires?"; expires="+t.expires.toUTCString():"",t.path?";
path="+t.path:"",t.domain?"; domain="+t.domain:"",t.secure?"; secure":""].join("")}e||(n={});for(var r=document.cookie?
document.cookie.split("; "):[],s=/(%[0-9A-Z]{2})+/g,a=0;a<r.length;a++){var p=r[a].split("=");'"'===
(l=p.slice(1).join("=")).charAt(0)&&(l=l.slice(1,-1));try{var u=p[0].replace(s,decodeURIComponent),l=f.read?
f.read(l,u):f(l,u)||l.replace(s,decodeURIComponent);if(this.json)try{l=JSON.parse(l)}catch(e){}if(e===u){n=l;break}e||
(n[u]=l)}catch(e){}}return n}}var f;c.extend(c.fn.popmake,{cookie:(void 0===f&&(f=function(){}),
(d.set=d).get=function(e){return d.call(d,e)},d.getJSON=function(){retu
...[SNIP]...

Static analysis
Data is read from document.cookie and passed to JSON.parse() via the following statements:

var r=document.cookie?document.cookie.split("; "):[],s=/(%[0-9A-Z]{2})+/g,a=0

var p=r[a].split("=");

'"'===(l=p.slice(1).join("=")).charAt(0)&&(l=l.slice(1,-1));

var u=p[0].replace(s,decodeURIComponent),l=f.read?f.read(l,u):f(l,u)||l.replace(s,decodeURIComponent);

l=JSON.parse(l)

4. Client-side HTTP parameter pollution (reflected)

There are 2 instances of this issue:

http://caspianequity.in/robots.txt [URL path filename]
https://caspianequity.in/ [name of an arbitrarily supplied URL parameter]

Issue background
Client-side HTTP parameter pollution (HPP) vulnerabilities arise when an application embeds user input in URLs in an unsafe
manner. An attacker can use this vulnerability to construct a URL that, if visited by another application user, will modify URLs
within the response by inserting additional query string parameters and sometimes overriding existing ones. This may result in
links and forms having unexpected side effects. For example, it may be possible to modify an invitation form using HPP so that
the invitation is delivered to an unexpected recipient.

The security impact of this issue depends largely on the nature of the application functionality. Even if it has no direct impact on
its own, an attacker may use it in conjunction with other vulnerabilities to escalate their overall severity.

Issue remediation
Ensure that user input is URL-encoded before it is embedded in a URL.

Vulnerability classifications
CWE-233: Improper Handling of Parameters
CWE-20: Improper Input Validation
CAPEC-460: HTTP Parameter Pollution (HPP)

4.1. http://caspianequity.in/robots.txt [URL path filename]

Summary
Severity:   Low

https://cwe.mitre.org/data/definitions/233.html
https://cwe.mitre.org/data/definitions/20.html
https://capec.mitre.org/data/definitions/460.html


Confidence:   Firm

Host:   http://caspianequity.in

Path:   /robots.txt

Issue detail
The value of the URL path filename is copied into the response within the query string of a URL.

 
The payload ?yeo&dyy=1 was submitted in the URL path filename. This input was echoed unmodified within the response
header Location.

 
This proof-of-concept attack demonstrates that it is possible to inject arbitrary query string parameters into URLs in the
application's response.

Request
GET /%3fyeo%26dyy%3d1 HTTP/1.1

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept: */*
 Accept-Language: en-US;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36

 Connection: close
Cache-Control: max-age=0

  

Response
HTTP/1.1 301 Moved Permanently

 Date: Sat, 04 Mar 2023 12:58:03 GMT
 Server: Apache

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Location: https://caspianequity.in/?yeo&dyy=1

 Content-Length: 247
 Connection: close

Content-Type: text/html; charset=iso-8859-1
  

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
 <html><head>

 <title>301 Moved Permanently</title>
 </head><body>

 <h1>Moved Permanently</h1>
 <p>The document has moved <a href="https://caspianequity.i

 ...[SNIP]...

4.2. https://caspianequity.in/ [name of an arbitrarily supplied URL parameter]

Summary
Severity:   Low

Confidence:   Firm

Host:   https://caspianequity.in

Path:   /

Issue detail
The name of an arbitrarily supplied URL parameter is copied into the response within the query string of a URL.

 
The payload quh&eft=1 was submitted in the name of an arbitrarily supplied URL parameter. This input was echoed
unmodified within the response header Location.

 
This proof-of-concept attack demonstrates that it is possible to inject arbitrary query string parameters into URLs in the
application's response.



Request
GET /?p=328&quh%26eft%3d1=1 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2087102394.1677934165; _gid=GA1.2.1362542797.1677934165; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
  

Response
HTTP/2 301 Moved Permanently
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress
X-Content-Type-Options: nosniff
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Location: https://caspianequity.in/sme-impact-fund/?quh&eft=1%3D1
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Length: 0
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 13:00:57 GMT
Server: Apache
 

5. Cross-origin resource sharing

There are 15 instances of this issue:

/wp-json/
/wp-json/oembed/1.0/embed
/wp-json/wp/v2/pages/248
/wp-json/wp/v2/pages/267
/wp-json/wp/v2/pages/328
/wp-json/wp/v2/pages/592
/wp-json/wp/v2/pages/614
/wp-json/wp/v2/pages/7
/wp-json/wp/v2/posts/203
/wp-json/wp/v2/posts/206
/wp-json/wp/v2/posts/207
/wp-json/wp/v2/posts/210
/wp-json/wp/v2/posts/211
/wp-json/wp/v2/posts/214
/wp-json/wp/v2/users/1

Issue background
An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform
two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-
request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in
to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially
retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.



Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be
leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages
containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the
intentions and security posture of any domains granted access.

Issue remediation
Any inappropriate domains should be removed from the CORS policy.

Vulnerability classifications
CWE-942: Overly Permissive Cross-domain Whitelist

5.1. https://caspianequity.in/wp-json/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.510731699.1677935799; _gid=GA1.2.2084164379.1677935799; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"

 X-Content-Type-Options: nosniff
 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link

 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

https://cwe.mitre.org/data/definitions/942.html


X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:17:42 GMT
Server: Apache
 
{"name":"CaspianEquity","description":"","url":"https:\/\/caspianequity.in","home":"https:\/\/caspianequity.in","gmt_offset":"0"
,"timezone_string":"","namespaces":["oembed\/1.0","akismet\/v1","contact
...[SNIP]...

5.2. https://caspianequity.in/wp-json/oembed/1.0/embed

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/oembed/1.0/embed

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/oembed/1.0/embed?url=https%3A%2F%2Fcaspianequity.in%2F HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2103551468.1677935867; _gid=GA1.2.606632668.1677935867; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"

 X-Content-Type-Options: nosniff
 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link

 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:18:59 GMT
 Server: Apache

  
{"version":"1.0","provider_name":"CaspianEquity","provider_url":"https:\/\/caspianequity.in","author_name":"supercaspianad
min2022","author_url":"https:\/\/caspianequity.in\/author\/supercaspianadmin20

 ...[SNIP]...



5.3. https://caspianequity.in/wp-json/wp/v2/pages/248

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/248

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/pages/248 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.706568974.1677935916; _gid=GA1.2.1894443788.1677935916; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/portfolio/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:29 GMT
 Server: Apache

  
{"id":248,"date":"2020-01-17T09:21:41","date_gmt":"2020-01-17T09:21:41","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=248"},"modified":"2020-01-17T09:21:41","modified_gmt":"2020-01-17T09:21

 ...[SNIP]...

5.4. https://caspianequity.in/wp-json/wp/v2/pages/267

Summary



Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/267

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/pages/267 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.335319141.1677935878; _gid=GA1.2.1271653064.1677935878; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/bellwether/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:27 GMT
 Server: Apache

  
{"id":267,"date":"2020-01-20T01:18:56","date_gmt":"2020-01-20T01:18:56","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=267"},"modified":"2022-07-11T00:55:08","modified_gmt":"2022-07-11T00:55

 ...[SNIP]...

5.5. https://caspianequity.in/wp-json/wp/v2/pages/328

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/328



Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/pages/328 HTTP/2
Host: caspianequity.in
Accept-Encoding: gzip, deflate
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.3810255.1677935870; _gid=GA1.2.2080453221.1677935870; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://caspianequity.in
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/sme-impact-fund/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:26 GMT
 Server: Apache

  
{"id":328,"date":"2020-01-31T05:03:26","date_gmt":"2020-01-31T05:03:26","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=328"},"modified":"2020-01-31T05:03:26","modified_gmt":"2020-01-31T05:03

 ...[SNIP]...

5.6. https://caspianequity.in/wp-json/wp/v2/pages/592

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/592

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request



GET /wp-json/wp/v2/pages/592 HTTP/2
Host: caspianequity.in
Accept-Encoding: gzip, deflate
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.257363753.1677935873; _gid=GA1.2.1659944371.1677935873; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://caspianequity.in
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/about/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:25 GMT
 Server: Apache

  
{"id":592,"date":"2022-07-10T16:37:59","date_gmt":"2022-07-10T16:37:59","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=592"},"modified":"2022-07-10T16:37:59","modified_gmt":"2022-07-10T16:37

 ...[SNIP]...

5.7. https://caspianequity.in/wp-json/wp/v2/pages/614

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/614

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/pages/614 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 



User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.1061078135.1677935869; _gid=GA1.2.1112214768.1677935869; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://caspianequity.in
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/principal-contact-details-others/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:25 GMT
 Server: Apache

  
{"id":614,"date":"2022-09-23T03:48:55","date_gmt":"2022-09-23T03:48:55","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=614"},"modified":"2022-09-23T13:40:44","modified_gmt":"2022-09-23T13:40

 ...[SNIP]...

5.8. https://caspianequity.in/wp-json/wp/v2/pages/7

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/7

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/pages/7 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2088840268.1677935867; _gid=GA1.2.784720180.1677935867; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows



Sec-CH-UA-Mobile: ?0
Content-Length: 0
Origin: https://caspianequity.in
 

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:20:18 GMT
 Server: Apache

  
{"id":7,"date":"2019-11-30T11:18:18","date_gmt":"2019-11-30T11:18:18","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=5"},"modified":"2022-07-11T00:27:03","modified_gmt":"2022-07-11T00:27:03"

 ...[SNIP]...

5.9. https://caspianequity.in/wp-json/wp/v2/posts/203

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/203

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/posts/203 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1201444775.1677935876; _gid=GA1.2.918654335.1677935876; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response



HTTP/2 200 OK
X-Robots-Tag: noindex
X-Content-Type-Options: nosniff
Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
Link: <https://caspianequity.in/2019/10/when-should-an-early-stage-enterprise-not-borrow-money/>; rel="alternate";
type=text/html
Allow: GET
Access-Control-Allow-Origin: https://caspianequity.in
Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
Access-Control-Allow-Credentials: true
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:27 GMT
Server: Apache
 
{"id":203,"date":"2019-10-14T16:02:46","date_gmt":"2019-10-14T16:02:46","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=203"},"modified":"2019-10-14T16:02:46","modified_gmt":"2019-10-14T16:02:46","
...[SNIP]...

5.10. https://caspianequity.in/wp-json/wp/v2/posts/206

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/206

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/posts/206 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.454371927.1677935919; _gid=GA1.2.1519312888.1677935919; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/>; rel="alternate";



type=text/html
Allow: GET
Access-Control-Allow-Origin: https://caspianequity.in
Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
Access-Control-Allow-Credentials: true
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:29 GMT
Server: Apache
 
{"id":206,"date":"2017-09-14T16:03:44","date_gmt":"2017-09-14T16:03:44","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=206"},"modified":"2017-09-14T16:03:44","modified_gmt":"2017-09-14T16:03:44","
...[SNIP]...

5.11. https://caspianequity.in/wp-json/wp/v2/posts/207

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/207

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/posts/207 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1200515910.1677935973; _gid=GA1.2.1365635336.1677935973; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2019/11/what-does-an-mba-internship-at-caspian-look-like/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN



Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 13:19:49 GMT
Server: Apache
 
{"id":207,"date":"2019-11-14T16:03:31","date_gmt":"2019-11-14T16:03:31","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=207"},"modified":"2019-11-14T16:03:31","modified_gmt":"2019-11-14T16:03:31","
...[SNIP]...

5.12. https://caspianequity.in/wp-json/wp/v2/posts/210

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/210

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/posts/210 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.416818165.1677935975; _gid=GA1.2.1194589001.1677935975; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2019/12/building-an-enabling-ecosystem-for-farmers/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:47 GMT
 Server: Apache

  



{"id":210,"date":"2019-12-14T16:04:33","date_gmt":"2019-12-14T16:04:33","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=210"},"modified":"2019-12-14T16:04:33","modified_gmt":"2019-12-14T16:04:33","
...[SNIP]...

5.13. https://caspianequity.in/wp-json/wp/v2/posts/211

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/211

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/posts/211 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2053690775.1677935978; _gid=GA1.2.1749566443.1677935978; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/>; rel="alternate";
type=text/html

 Allow: GET
 Access-Control-Allow-Origin: https://caspianequity.in

 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE
 Access-Control-Allow-Credentials: true

 Vary: Origin,Accept-Encoding
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:47 GMT
 Server: Apache

  
{"id":211,"date":"2018-11-14T16:04:15","date_gmt":"2018-11-14T16:04:15","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=211"},"modified":"2018-11-14T16:04:15","modified_gmt":"2018-11-14T16:04:15","

 ...[SNIP]...



5.14. https://caspianequity.in/wp-json/wp/v2/posts/214

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/posts/214

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/posts/214 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.931175737.1677935979; _gid=GA1.2.492653709.1677935979; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 X-Content-Type-Options: nosniff

 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type

 Link: <https://caspianequity.in/2020/01/an-economists-first-look-at-impact-investing/>; rel="alternate"; type=text/html
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:49 GMT
 Server: Apache

  
{"id":214,"date":"2020-01-14T16:04:47","date_gmt":"2020-01-14T16:04:47","guid":{"rendered":"https:\/\/caspianequity.in\/?
p=214"},"modified":"2022-07-10T16:44:00","modified_gmt":"2022-07-10T16:44:00","

 ...[SNIP]...

5.15. https://caspianequity.in/wp-json/wp/v2/users/1

Summary
Severity:   Information



Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/users/1

Issue detail
The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

Request
GET /wp-json/wp/v2/users/1 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1998444991.1677935980; _gid=GA1.2.2066872297.1677935980; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
 Origin: https://caspianequity.in

  

Response
HTTP/2 200 OK

 X-Robots-Tag: noindex
 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"

 X-Content-Type-Options: nosniff
 Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link

 Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
 Allow: GET

 Access-Control-Allow-Origin: https://caspianequity.in
 Access-Control-Allow-Methods: OPTIONS, GET, POST, PUT, PATCH, DELETE

 Access-Control-Allow-Credentials: true
 Vary: Origin,Accept-Encoding

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/json; charset=UTF-8

 Date: Sat, 04 Mar 2023 13:19:52 GMT
 Server: Apache

  
{"id":1,"name":"supercaspianadmin2022","url":"https:\/\/caspianequity.in","description":"","link":"https:\/\/caspianequity.in\/a
uthor\/supercaspianadmin2022\/","slug":"supercaspianadmin2022","avatar_u

 ...[SNIP]...

6. Input returned in response (reflected)

There are 3 instances of this issue:

/author/supercaspianadmin2022/feed/ [URL path folder 1]
/author/supercaspianadmin2022/feed/ [URL path folder 2]
/author/supercaspianadmin2022/feed/ [name of an arbitrarily supplied URL parameter]

Issue background
Reflection of input arises when data is copied from a request and echoed into the application's immediate response.



Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-
side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection.
Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned
in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example,
due to a web application firewall), it might be worth subjecting instances of it to focused manual testing.

Vulnerability classifications
CWE-20: Improper Input Validation
CWE-116: Improper Encoding or Escaping of Output

6.1. https://caspianequity.in/author/supercaspianadmin2022/feed/ [URL path
folder 1]

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /author/supercaspianadmin2022/feed/

Issue detail
The value of the URL path folder 1 is copied into the application's response.

Request
GET /authoriem0ue9e0n/supercaspianadmin2022/feed/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1730821419.1677934604; _gid=GA1.2.27285321.1677934604; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
  

Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Last-Modified: Thu, 02 Mar 2023 10:04:22 GMT
 Etag: "751f99c0f5f009b690c929f5064994fe"

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/rss+xml; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:57:55 GMT
 Server: Apache

  
<?xml version="1.0" encoding="UTF-8"?><rss version="2.0"

    xmlns:content="http://purl.org/rss/1.0/modules/content/"

https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/116.html


   xmlns:dc="http://purl.org/dc/elements/1.1/"
   xmlns:atom="http://www.w3.org/2005/Atom
...[SNIP]...
<atom:link href="https://caspianequity.in/authoriem0ue9e0n/supercaspianadmin2022/feed/" rel="self"
type="application/rss+xml" />
...[SNIP]...

6.2. https://caspianequity.in/author/supercaspianadmin2022/feed/ [URL path
folder 2]

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /author/supercaspianadmin2022/feed/

Issue detail
The value of the URL path folder 2 is copied into the application's response.

Request
GET /author/supercaspianadmin20222tvto9bksp/feed/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1730821419.1677934604; _gid=GA1.2.27285321.1677934604; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
  

Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/users/0>;
rel="alternate"; type="application/json"

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Last-Modified: Thu, 02 Mar 2023 10:04:22 GMT

 Etag: "751f99c0f5f009b690c929f5064994fe"
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/rss+xml; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:58:02 GMT
 Server: Apache

  
<?xml version="1.0" encoding="UTF-8"?><rss version="2.0"

    xmlns:content="http://purl.org/rss/1.0/modules/content/"
    xmlns:wfw="http://wellformedweb.org/CommentAPI/"

    xmlns:dc="http://purl.org/dc/eleme
 ...[SNIP]...

 <atom:link href="https://caspianequity.in/author/supercaspianadmin20222tvto9bksp/feed/" rel="self"
type="application/rss+xml" />

 ...[SNIP]...



6.3. https://caspianequity.in/author/supercaspianadmin2022/feed/ [name of an
arbitrarily supplied URL parameter]

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /author/supercaspianadmin2022/feed/

Issue detail
The name of an arbitrarily supplied URL parameter is copied into the application's response.

Request
GET /author/supercaspianadmin2022/feed/?kyxmk372bi=1 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1730821419.1677934604; _gid=GA1.2.27285321.1677934604; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
  

Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/users/1>;
rel="alternate"; type="application/json"

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Last-Modified: Thu, 02 Mar 2023 10:04:22 GMT

 Etag: "751f99c0f5f009b690c929f5064994fe"
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: application/rss+xml; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:57:17 GMT
 Server: Apache

  
<?xml version="1.0" encoding="UTF-8"?><rss version="2.0"

    xmlns:content="http://purl.org/rss/1.0/modules/content/"
    xmlns:wfw="http://wellformedweb.org/CommentAPI/"

    xmlns:dc="http://purl.org/dc/eleme
 ...[SNIP]...

 <atom:link href="https://caspianequity.in/author/supercaspianadmin2022/feed/?kyxmk372bi=1" rel="self"
type="application/rss+xml" />

 ...[SNIP]...

7. Suspicious input transformation (reflected)



Summary
Severity:   Information

Confidence:   Firm

Host:   https://caspianequity.in

Path:   /author/supercaspianadmin2022/feed/

Issue detail
The application appears to URL-decode the name of an arbitrarily supplied URL parameter, and echo the result in the response.

The payload 4e2o1cjtjx%41j6nrr7cu5a was submitted in the name of an arbitrarily supplied URL parameter. This payload
contains the %41 sequence, corresponding to the character 'A'. The input was copied into the application's response as
4e2o1cjtjxAj6nrr7cu5a indicating that the application URL-decoded the sequence.

It might be possible to use this behavior to bypass input validation by submitting superfluous URL-encodings of any filtered
characters.

Issue background
Suspicious input transformation arises when an application receives user input, transforms it in some way, and then performs
further processing on the result. The types of transformations that can lead to problems include decoding common formats,
such as UTF-8 and URL-encoding, or processing of escape sequences, such as backslash escaping.

Performing these input transformations does not constitute a vulnerability in its own right, but might lead to problems in
conjunction with other application behaviors. An attacker might be able to bypass input filters by suitably encoding their
payloads, if the input is decoded after the input filters have been applied. Or an attacker might be able to interfere with other
data that is concatenated onto their input, by finishing their input with the start of a multi-character encoding or escape
sequence, the transformation of which will consume the start of the following data.

Issue remediation
Review the transformation that is being applied, to understand whether this is intended and desirable behavior given the nature
of the application functionality, and whether it gives rise to any vulnerabilities in relation to bypassing of input filters or
character consumption.

Vulnerability classifications
CWE-20: Improper Input Validation
CAPEC-153: Input Data Manipulation

Request
GET /author/supercaspianadmin2022/feed/?4e2o1cjtjx%2541j6nrr7cu5a=1 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1730821419.1677934604; _gid=GA1.2.27285321.1677934604; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

 Content-Length: 0
  

Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/users/1>;
rel="alternate"; type="application/json"

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Last-Modified: Thu, 02 Mar 2023 10:04:22 GMT

 Etag: "751f99c0f5f009b690c929f5064994fe"

https://cwe.mitre.org/data/definitions/20.html
https://capec.mitre.org/data/definitions/153.html


Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/rss+xml; charset=UTF-8
Date: Sat, 04 Mar 2023 12:57:41 GMT
Server: Apache
 
<?xml version="1.0" encoding="UTF-8"?><rss version="2.0"
   xmlns:content="http://purl.org/rss/1.0/modules/content/"
   xmlns:wfw="http://wellformedweb.org/CommentAPI/"
   xmlns:dc="http://purl.org/dc/eleme
...[SNIP]...
<atom:link href="https://caspianequity.in/author/supercaspianadmin2022/feed/?4e2o1cjtjxAj6nrr7cu5a=1" rel="self"
type="application/rss+xml" />
...[SNIP]...

8. Cross-domain Referer leakage

There are 3 instances of this issue:

/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/
/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/
/2020/01/an-economists-first-look-at-impact-investing/

Issue background
When a web browser makes a request for a resource, it typically adds an HTTP header, called the "Referer" header, indicating
the URL of the resource from which the request originated. This occurs in numerous situations, for example when a web page
loads an image or script, or when a user clicks on a link or submits a form.

If the resource being requested resides on a different domain, then the Referer header is still generally included in the cross-
domain request. If the originating URL contains any sensitive information within its query string, such as a session token, then
this information will be transmitted to the other domain. If the other domain is not fully trusted by the application, then this may
lead to a security compromise.

You should review the contents of the information being transmitted to other domains, and also determine whether those
domains are fully trusted by the originating application.

Today's browsers may withhold the Referer header in some situations (for example, when loading a non-HTTPS resource from a
page that was loaded over HTTPS, or when a Refresh directive is issued), but this behavior should not be relied upon to protect
the originating URL from disclosure.

Note also that if users can author content within the application then an attacker may be able to inject links referring to a
domain they control in order to capture data from URLs used within the application.

Issue remediation
Applications should never transmit any sensitive information within the URL query string. In addition to being leaked in the
Referer header, such information may be logged in various locations and may be visible on-screen to untrusted parties. If
placing sensitive information in the URL is unavoidable, consider using the Referer-Policy HTTP header to reduce the chance of it
being disclosed to third parties.

Vulnerability classifications
CWE-200: Information Exposure

8.1. https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-
challenges-of-solid-waste/

Summary
Severity:   Information

Confidence:   Certain

https://cwe.mitre.org/data/definitions/200.html


Host:   https://caspianequity.in

Path:   /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/

Issue detail
The page was loaded from a URL containing a query string:

https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/

The response contains the following links to other domains:

https://ajax.googleapis.com/
https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1
https://caspiandebt.in/
https://code.jquery.com/
https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1
https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css
https://fonts.googleapis.com/
https://fonts.googleapis.com/css?family=Montserrat:300,400,500,600,700&display=swap
https://fonts.googleapis.com/css?family=Open+Sans:800,700&display=swap
https://twitter.com/caspian_impact
https://www.caspian.in/
https://www.caspian.in/blog/
https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png
https://www.caspian.in/wp-content/uploads/2020/02/twitter.png
https://www.caspianequity.in/investor-complaints/
https://www.googletagmanager.com/gtag/js?id=UA-164937627-2
https://www.linkedin.com/company/caspian-advisors-private-limited/
https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw

Request
GET /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/?submit=Subscribe+Now HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.518351391.1677934127; _gid=GA1.2.1321975329.1677934127; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/206>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=206>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:48:49 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...



<meta name='robots' content='max-image-preview:large' />
<link rel='dns-prefetch' href='//ajax.googleapis.com' />
<link rel='dns-prefetch' href='//code.jquery.com' />
...[SNIP]...
</script>
<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>
...[SNIP]...
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
...[SNIP]...

8.2. https://caspianequity.in/2018/11/draft-national-education-policy-2019-and-
its-ed-tech-entreprneurs/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/

Issue detail
The page was loaded from a URL containing a query string:

https://caspianequity.in/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/

The response contains the following links to other domains:

https://ajax.googleapis.com/
https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1
https://caspiandebt.in/
https://code.jquery.com/
https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1
https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css
https://fonts.googleapis.com/
https://fonts.googleapis.com/css?family=Montserrat:300,400,500,600,700&display=swap
https://fonts.googleapis.com/css?family=Open+Sans:800,700&display=swap
https://twitter.com/caspian_impact
https://www.caspian.in/
https://www.caspian.in/blog/
https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png
https://www.caspian.in/wp-content/uploads/2020/02/twitter.png
https://www.caspianequity.in/investor-complaints/
https://www.googletagmanager.com/gtag/js?id=UA-164937627-2
https://www.linkedin.com/company/caspian-advisors-private-limited/
https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw

Request
GET /2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/?submit=Subscribe+Now HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.530865776.1677934124; _gid=GA1.2.1837461642.1677934124; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  



Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/211>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=211>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:48:45 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 <meta name='robots' content='max-image-preview:large' />

 <link rel='dns-prefetch' href='//ajax.googleapis.com' />
 <link rel='dns-prefetch' href='//code.jquery.com' />

 ...[SNIP]...
 </script>

 <script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>

 <script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>

 ...[SNIP]...
 <!-- Global site tag (gtag.js) - Google Analytics -->

<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
 ...[SNIP]...

8.3. https://caspianequity.in/2020/01/an-economists-first-look-at-impact-
investing/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2020/01/an-economists-first-look-at-impact-investing/

Issue detail
The page was loaded from a URL containing a query string:

https://caspianequity.in/2020/01/an-economists-first-look-at-impact-investing/

The response contains the following links to other domains:

https://ajax.googleapis.com/
https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1
https://caspiandebt.in/
https://code.jquery.com/
https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1
https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css
https://fonts.googleapis.com/
https://fonts.googleapis.com/css?family=Montserrat:300,400,500,600,700&display=swap
https://fonts.googleapis.com/css?family=Open+Sans:800,700&display=swap
https://twitter.com/caspian_impact
https://www.caspian.in/
https://www.caspian.in/blog/
https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png
https://www.caspian.in/wp-content/uploads/2020/02/twitter.png



https://www.caspianequity.in/investor-complaints/
https://www.googletagmanager.com/gtag/js?id=UA-164937627-2
https://www.linkedin.com/company/caspian-advisors-private-limited/
https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw

Request
GET /2020/01/an-economists-first-look-at-impact-investing/?submit=Subscribe+Now HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.534243304.1677934071; _gid=GA1.2.500690027.1677934071; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/2020/01/an-economists-first-look-at-impact-investing/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/214>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=214>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:47:52 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 <meta name='robots' content='max-image-preview:large' />

 <link rel='dns-prefetch' href='//ajax.googleapis.com' />
 <link rel='dns-prefetch' href='//code.jquery.com' />

 ...[SNIP]...
 </script>

 <script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>

 <script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>

 ...[SNIP]...
 <!-- Global site tag (gtag.js) - Google Analytics -->

<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
 ...[SNIP]...

9. Cross-domain script include

There are 3 instances of this issue:

/
/
/



Issue background
When an application includes a script from an external domain, this script is executed by the browser within the security context
of the invoking application. The script can therefore do anything that the application's own scripts can do, such as accessing
application data and performing actions within the context of the current user.

If you include a script from an external domain, then you are trusting that domain with the data and functionality of your
application, and you are trusting the domain's own security to prevent an attacker from modifying the script to perform
malicious actions within your application.

Issue remediation
Scripts should ideally not be included from untrusted domains. Applications that rely on static third-party scripts should consider
using Subresource Integrity to make browsers verify them, or copying the contents of these scripts onto their own domain and
including them from there. If that is not possible (e.g. for licensing reasons) then consider reimplementing the script's
functionality within application code.

Vulnerability classifications
CWE-829: Inclusion of Functionality from Untrusted Control Sphere

9.1. https://caspianequity.in/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /

Issue detail
The response dynamically includes the following script from another domain:

https://www.googletagmanager.com/gtag/js?id=UA-164937627-2

This issue was found in multiple locations under the reported path.

Request 1
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Upgrade-Insecure-Requests: 1

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

https://cwe.mitre.org/data/definitions/829.html


Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:42:07 GMT
Server: Apache
 
<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
 
...[SNIP]...
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
...[SNIP]...

Request 2
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1955949284.1677933998; _gid=GA1.2.1495247497.1677933998; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

  

Response 2
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:46:39 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 <!-- Global site tag (gtag.js) - Google Analytics -->

<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
 ...[SNIP]...

Request 3
GET /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:



text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.332895080.1677934024; _gid=GA1.2.1434600337.1677934024; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/author/supercaspianadmin2022/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 3
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/206>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=206>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:47:04 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 <!-- Global site tag (gtag.js) - Google Analytics -->

<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
 ...[SNIP]...

9.2. https://caspianequity.in/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /

Issue detail
The response dynamically includes the following script from another domain:

https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1

This issue was found in multiple locations under the reported path.

Request 1
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 



User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:42:07 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 </script>

 <script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>

 ...[SNIP]...

Request 2
GET /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.332895080.1677934024; _gid=GA1.2.1434600337.1677934024; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/206>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=206>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8



Date: Sat, 04 Mar 2023 12:47:04 GMT
Server: Apache
 
<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
 
...[SNIP]...
</script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>
...[SNIP]...

Request 3
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1955949284.1677933998; _gid=GA1.2.1495247497.1677933998; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

  

Response 3
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:46:39 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 </script>

 <script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>

 ...[SNIP]...

9.3. https://caspianequity.in/

Summary
Severity:   Information

Confidence:   Certain



Host:   https://caspianequity.in

Path:   /

Issue detail
The response dynamically includes the following script from another domain:

https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1

This issue was found in multiple locations under the reported path.

Request 1
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Upgrade-Insecure-Requests: 1

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:42:07 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 </script>

 <script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>

 ...[SNIP]...

Request 2
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1955949284.1677933998; _gid=GA1.2.1495247497.1677933998; _gat_gtag_UA_164937627_2=1



Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 2
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:46:39 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 </script>

 <script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>

 ...[SNIP]...

Request 3
GET /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.332895080.1677934024; _gid=GA1.2.1434600337.1677934024; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 3
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/206>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=206>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:47:04 GMT
 Server: Apache

  
<!DOCTYPE html>



<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
 
...[SNIP]...
</script>
<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
...[SNIP]...

10. Backup file

There are 10 instances of this issue:

/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste~
/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs~
/2019/10/when-should-an-early-stage-enterprise-not-borrow-money~
/2019/11/what-does-an-mba-internship-at-caspian-look-like~
/2019/12/building-an-enabling-ecosystem-for-farmers~
/2020/01/an-economists-first-look-at-impact-investing~
/about~
/author/supercaspianadmin2022~
/principal-contact-details-others~
/sme-impact-fund~

Issue description
Publicly accessible backups and outdated copies of files can provide attackers with extra attack surface. Depending on the
server configuration and file type, they may also expose source code, configuration details, and other information intended to
remain secret.

Issue remediation
Review the file to identify whether it's intended to be publicly accessible, and remove it from the server's web root if it isn't. It
may also be worth auditing the server contents to find other outdated files, and taking measures to prevent the problem from
reoccurring.

Vulnerability classifications
CWE-530: Exposure of Backup File to an Unauthorized Control Sphere
CAPEC-37: Retrieve Embedded Sensitive Data
CAPEC-204: Lifting Sensitive Data Embedded in Cache

10.1. https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-
challenges-of-solid-waste~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/

Request 1
GET /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-

https://cwe.mitre.org/data/definitions/530.html
https://capec.mitre.org/data/definitions/37.html
https://capec.mitre.org/data/definitions/204.html


exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.1058397986.1677934173; _gid=GA1.2.1130286684.1677934173; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/author/supercaspianadmin2022/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:56:20 GMT

 Server: Apache
  

Request 2
GET /2017/09/t~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1058397986.1677934173; _gid=GA1.2.1130286684.1677934173; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 404 Not Found

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:56:20 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>



<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->
<title> Page not found</title>
<!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->
<!-- WARNING: Respond.js doesn't work if you view the page via file:// -->
<!--[if lt IE 9]>
<script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></script>
<script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>
<![endif]-->
<meta name='robots' content='max-image-preview:large' />
<link rel='dns-prefetch' href='//ajax.googleapis.com' />
<link rel='dns-prefetch' href='//code.jquery.com' />
<link rel='dns-prefetch' href='//fonts.googleapis.com' />
<script type="text/javascript">
...[SNIP]...
</script>
<style type="text/css">
img.wp-smiley,
img.emoji {
   display: inline !important;
   border: none !important;
   box-shadow: none !important;
   height: 1em !important;
   width: 1em !important;
   margin: 0 0.07em !important;
   vertical-align: -0.1em !important;
   background: none !important;
   padding: 0 !important;
}
</style>
   <link rel='stylesheet' id='contact-form-7-css' href='https://caspianequity.in/wp-content/plugins/contact-form-
7/includes/css/styles.css?ver=5.7.4' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-fonts-main-css' href='https://fonts.googleapis.com/css?
family=Montserrat:300,400,500,600,700&#038;display=swap' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-fonts-secondary-css' href='https://fonts.googleapis.com/css?
family=Open+Sans:800,700&#038;display=swap' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-font-awesome-css' href='https://caspianequity.in/wp-content/themes/caspian/css/font-
awesome.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-aos-css' href='https://caspianequity.in/wp-content/themes/caspian/css/aos.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-bootstrap-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/bootstrap.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-owl-carousel-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/owl.carousel.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-calendar-ui-css' href='https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-odometer-css' href='https://caspianequity.in/wp-content/themes/caspian/css/odometer-
theme-default.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-style-css' href='https://caspianequity.in/wp-content/themes/caspian/style.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-responsive-css' href='https://caspianequity.in/wp-content/themes/caspian/responsive.css'
type='text/css' media='all' />
<link rel='stylesheet' id='popup-maker-site-css' href='https://caspianequity.in/wp-content/plugins/popup-
maker/assets/css/pum-site.min.css?ver=1.18.0' type='text/css' media='all' />
<style id='popup-maker-site-inline-css' type='text/css'>
/* Popup Google Fonts */
@import url('//fonts.googleapis.com/css?family=Montserrat:100');
 
/* Popup Theme 652: Light Box */
.pum-theme-652, .pum-theme-lightbox { background-color: rgba( 0, 0, 0, 0.60 ) } 
.pum-theme-652 .pum-container, .pum-theme-lightbox .pum-container { padding: 18px; border-radius: 3px; border: 3px solid
#f28b15; box-shadow: 0px 0px 30px 0px rgba( 2, 2, 2, 1.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-652 .pum-title, .pum-theme-lightbox .pum-title { color: #f28b15; text-align: center; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 500; font-size: 32px; line-height: 36px } 
.pum-theme-652 .pum-content, .pum-theme-lightbox .pum-content { color: #000000; font-family: Montserrat; font-weight:
400; font-style: italic } 
.pum-theme-652 .pum-content + .pum-close, .pum-theme-lightbox .pum-content + .pum-close { position: absolute; height:
26px; width: 26px; left: auto; right: -13px; bottom: auto; top: -13px; padding: 0px; color: #ffffff; font-family: Arial; font-weight:
100; font-size: 24px; line-height: 24px; border: 2px solid #ffffff; border-radius: 26px; box-shadow: 0px 0px 15px 1px rgba( 2,
2, 2, 0.75 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 1.00 ) } 
 
/* Popup Theme 651: Default Theme */
.pum-theme-651, .pum-theme-default-theme { background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-651 .pum-container, .pum-theme-default-theme .pum-container { padding: 18px; border-radius: 0px; border:
1px none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 249, 249, 249, 1.00 ) } 
.pum-theme-651 .pum-title, .pum-theme-default-theme .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; font-style: normal; line-height: 36px } 



.pum-theme-651 .pum-content, .pum-theme-default-theme .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400; font-style: inherit } 
.pum-theme-651 .pum-content + .pum-close, .pum-theme-default-theme .pum-content + .pum-close { position: absolute;
height: auto; width: auto; left: auto; right: 0px; bottom: auto; top: 0px; padding: 8px; color: #ffffff; font-family: inherit; font-
weight: 400; font-size: 12px; font-style: inherit; line-height: 36px; border: 1px none #ffffff; border-radius: 0px; box-shadow:
1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 183, 205,
1.00 ) } 
 
/* Popup Theme 653: Enterprise Blue */
.pum-theme-653, .pum-theme-enterprise-blue { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-653 .pum-container, .pum-theme-enterprise-blue .pum-container { padding: 28px; border-radius: 5px; border:
1px none #000000; box-shadow: 0px 10px 25px 4px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-653 .pum-title, .pum-theme-enterprise-blue .pum-title { color: #315b7c; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 34px; line-height: 36px } 
.pum-theme-653 .pum-content, .pum-theme-enterprise-blue .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-653 .pum-content + .pum-close, .pum-theme-enterprise-blue .pum-content + .pum-close { position: absolute;
height: 28px; width: 28px; left: auto; right: 8px; bottom: auto; top: 8px; padding: 4px; color: #ffffff; font-family: Times New
Roman; font-weight: 100; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 42px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 49, 91, 124, 1.00 ) }
 
/* Popup Theme 654: Hello Box */
.pum-theme-654, .pum-theme-hello-box { background-color: rgba( 0, 0, 0, 0.75 ) } 
.pum-theme-654 .pum-container, .pum-theme-hello-box .pum-container { padding: 30px; border-radius: 80px; border: 14px
solid #81d742; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-654 .pum-title, .pum-theme-hello-box .pum-title { color: #2d2d2d; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-654 .pum-content, .pum-theme-hello-box .pum-content { color: #2d2d2d; font-family: inherit; font-weight: 100 }
.pum-theme-654 .pum-content + .pum-close, .pum-theme-hello-box .pum-content + .pum-close { position: absolute; height:
auto; width: auto; left: auto; right: -30px; bottom: auto; top: -30px; padding: 0px; color: #2d2d2d; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 28px; border: 1px none #ffffff; border-radius: 28px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 255, 255, 255, 1.00
) } 
 
/* Popup Theme 655: Cutting Edge */
.pum-theme-655, .pum-theme-cutting-edge { background-color: rgba( 0, 0, 0, 0.50 ) } 
.pum-theme-655 .pum-container, .pum-theme-cutting-edge .pum-container { padding: 18px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 10px 25px 0px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 30, 115, 190, 1.00 ) } 
.pum-theme-655 .pum-title, .pum-theme-cutting-edge .pum-title { color: #ffffff; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Sans-Serif; font-weight: 100; font-size: 26px; line-height: 28px } 
.pum-theme-655 .pum-content, .pum-theme-cutting-edge .pum-content { color: #ffffff; font-family: inherit; font-weight: 100 }
.pum-theme-655 .pum-content + .pum-close, .pum-theme-cutting-edge .pum-content + .pum-close { position: absolute;
height: 24px; width: 24px; left: auto; right: 0px; bottom: auto; top: 0px; padding: 0px; color: #1e73be; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 24px; border: 1px none #ffffff; border-radius: 0px; box-shadow: -1px
1px 1px 0px rgba( 2, 2, 2, 0.10 ); text-shadow: -1px 1px 1px rgba( 0, 0, 0, 0.10 ); background-color: rgba( 238, 238, 34, 1.00 )
} 
 
/* Popup Theme 656: Framed Border */
.pum-theme-656, .pum-theme-framed-border { background-color: rgba( 255, 255, 255, 0.50 ) } 
.pum-theme-656 .pum-container, .pum-theme-framed-border .pum-container { padding: 18px; border-radius: 0px; border:
20px outset #dd3333; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.97 ) inset; background-color: rgba( 255, 251, 239, 1.00 )
} 
.pum-theme-656 .pum-title, .pum-theme-framed-border .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-656 .pum-content, .pum-theme-framed-border .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-656 .pum-content + .pum-close, .pum-theme-framed-border .pum-content + .pum-close { position: absolute;
height: 20px; width: 20px; left: auto; right: -20px; bottom: auto; top: -20px; padding: 0px; color: #ffffff; font-family: Tahoma;
font-weight: 700; font-size: 16px; line-height: 18px; border: 1px none #ffffff; border-radius: 0px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 0.55 ) } 
 
/* Popup Theme 657: Floating Bar - Soft Blue */
.pum-theme-657, .pum-theme-floating-bar { background-color: rgba( 255, 255, 255, 0.00 ) } 
.pum-theme-657 .pum-container, .pum-theme-floating-bar .pum-container { padding: 8px; border-radius: 0px; border: 1px
none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 238, 246, 252, 1.00 ) } 
.pum-theme-657 .pum-title, .pum-theme-floating-bar .pum-title { color: #505050; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-657 .pum-content, .pum-theme-floating-bar .pum-content { color: #505050; font-family: inherit; font-weight:
400 } 
.pum-theme-657 .pum-content + .pum-close, .pum-theme-floating-bar .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 5px; bottom: auto; top: 50%; padding: 0px; color: #505050; font-family: Sans-
Serif; font-weight: 700; font-size: 15px; line-height: 18px; border: 1px solid #505050; border-radius: 15px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00
); transform: translate(0, -50%) } 
 
/* Popup Theme 658: Content Only - For use with page builders or block editor */
.pum-theme-658, .pum-theme-content-only { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-658 .pum-container, .pum-theme-content-only .pum-container { padding: 0px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ) } 



.pum-theme-658 .pum-title, .pum-theme-content-only .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-658 .pum-content, .pum-theme-content-only .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400 } 
.pum-theme-658 .pum-content + .pum-close, .pum-theme-content-only .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 7px; bottom: auto; top: 7px; padding: 0px; color: #000000; font-family: inherit;
font-weight: 700; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 15px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00 ) } 
 
#pum-661 {z-index: 1999999999}
 
</style>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery.min.js?ver=3.6.1' id='jquery-core-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2' id='jquery-
migrate-js'></script>
<link rel="https://api.w.org/" href="https://caspianequity.in/wp-json/" /><link rel="EditURI" type="application/rsd+xml"
title="RSD" href="https://caspianequity.in/xmlrpc.php?rsd" />
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://caspianequity.in/wp-includes/wlwmanifest.xml"
/>
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="32x32" />
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="192x192" />
<link rel="apple-touch-icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
<meta name="msapplication-TileImage" content="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
</head>
<body class="error404">
<header class="main-header">
<div class="header-top">
<div class="container"> 
<div class="header-top-left">
<!-- <div class="select-sites">
<select onchange="location = this.options[this.selectedIndex].value;" class="showGallery">
<option>See also...</option>
<option value="https://www.caspianequity.in/">caspianquity</option>
<option value="https://www.caspiandebt.in/">caspiandebt</option>
</select>
</div> -->
<ul>
<li><a href="https://www.caspian.in/">Caspian</a></li>
<li><a href="https://caspiandebt.in/">caspian debt</a></li>
</ul>
</div> 
<div class="header-top-right">
<div class="social-icons">
<a href="https://twitter.com/caspian_impact" target="_blank"><img src="https://www.caspian.in/wp-
content/uploads/2020/02/twitter.png" alt=""></a>
<a href="https://www.linkedin.com/company/caspian-advisors-private-limited/" target="_blank"><img
src="https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png" alt=""></a>
<a href="https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw" target="_blank"><i class="fa fa-youtube-play"
aria-hidden="true">
...[SNIP]...
</a> 
</div>
</div>
</div>
 
<div class="clearfix"></div>
</div>
    <section class="header-main-nav">
<div class="container">
<div class="row">
 
 
<nav class="navbar main-nav col-sm-12">
<a href="https://caspianequity.in"><img src="https://caspianequity.in/wp-content/themes/caspian/images/logo-equity.png"
alt="" /></a>
<div class="main-nav-in">
<div class="main-menu">
<!-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#mainNav">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
</div>
<div id="mainNav" class="collapse navbar-collapse"><ul id="menu-main-menu" class="nav navbar-nav"><li id="menu-
item-582" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-item-582



dropdown"><a title="Ventures" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Ventures <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-581" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-581"><a
title="SME Impact fund" href="https://caspianequity.in/sme-impact-fund/">SME Impact fund</a></li>
   <li id="menu-item-578" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-578"><a
title="PORTFOLIO" href="https://caspianequity.in/portfolio/">PORTFOLIO</a></li>
</ul>
</li>
<li id="menu-item-25" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-25 dropdown"><a title="WE" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-haspopup="true">WE
<span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-598" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-598"><a
title="About" href="https://caspianequity.in/about/">About</a></li>
</ul>
</li>
<li id="menu-item-584" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-584 dropdown"><a title="Nurture" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Nurture <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-579" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-579"><a
title="BELLWETHER" href="https://caspianequity.in/bellwether/">BELLWETHER</a></li>
   <li id="menu-item-580" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-580"><a
title="IFIF" href="https://caspianequity.in/ifif/">IFIF</a></li>
   <li id="menu-item-26" class="menu-item menu-item-type-custom menu-item-object-custom menu-item-26"><a
title="Beyond Capital" target="_blank" href="#">Beyond Capital</a></li>
</ul>
</li>
</ul></div> </div>
 
</div>
</nav> 
</div>
</div>
    </section>
</header>
<div id="myNav" class="overlay">
<a href="javascript:void(0)" class="closebtn" onclick="closeNav()">&times;</a>
<div class="overlay-content">
<a href="#">About</a>
<a href="#">Services</a>
<a href="#">Clients</a>
<a href="#">Contact</a>
</div>
</div>
   <div id="primary" class="content-area">
<div class="container">
       <main id="main" class="site-main">
 
           <section class="error-404 not-found">
               <header class="page-header">
                   <h1 class="page-title">Oops! That page can&rsquo;t be found.</h1>
                   <h2>404</h2>
               </header><!-- .page-header -->
 
           </section><!-- .error-404 -->
 
       </main><!-- #main -->
   </div>
   </div><!-- #primary -->
 
<footer class="main-footer">
</footer>
<div class="copyright">
<div class="container">
<p style="max-width:400px">.. Copyright 2022 CASPIAN EQUITY</p>
<div class="copyright-right">
<div class="menu-footer-menu4-container">
<ul>
<li><a href="https://www.caspianequity.in/investor-complaints/">Investor Complaints</a></li>
<li ><a href="https://www.caspian.in/blog/">Blog</a></li>
<li ><a href="https://caspianequity.in/principal-contact-details-others/">Principal contact details & others</a></li>
</ul>
</div>
</div>
</div>
</div>
<div id="pum-661" class="pum pum-overlay pum-theme-652 pum-theme-lightbox popmake-overlay auto_open click_open"



data-popmake="{&quot;id&quot;:661,&quot;slug&quot;:&quot;disclaimer-on-
website&quot;,&quot;theme_id&quot;:652,&quot;cookies&quot;:[],&quot;triggers&quot;:
[{&quot;type&quot;:&quot;auto_open&quot;,&quo
...[SNIP]...
,&quot;overlay_click&quot;:false,&quot;esc_press&quot;:false,&quot;f4_press&quot;:false},&quot;click_open&quot;:[]}}"
role="dialog" aria-modal="false"
                                   aria-labelledby="pum_popup_title_661">
 
   <div id="popmake-661" class="pum-container popmake theme-652 pum-responsive pum-responsive-medium responsive
size-medium">
 
               
 
                           <div id="pum_popup_title_661" class="pum-title popmake-title">
               Disclaimer!!!            </div>
       
 
       
 
               <div class="pum-content popmake-content" tabindex="0">
           <p style="color:#ff3304; line-height:30px;">...Caspian Impact Investments Private Limited CIN
[U65993TG1991PTC013491], an NBFC registered with Reserve Bank of India having registered office at [4th Floor, Plot No ...
40 &amp; 41, Ventureast Plaza, Financial District, Gachibowli, Hyderabad ... 500032, Telangana, India ] ; hereby cautions the
general public that some unscrupulous individuals are trying to mislead the public that the Company is offering instant loans
through mobile apps. We hereby declare that we do not have any mobile app in android or apple store and we are NOT in the
business of offering instant loans. We urge the public not to be misled by such wrong communications made by any
individual/agency. Necessary criminal action will be initiated against such agencies or individuals.</p>
<p style="color:#ff3304; line-height:30px;">General Public is also further hereby warned that Caspian Impact Investments
Private Limited shall not be liable and responsible for any loss or any other inconvenience or if anyone is misled, trapped by
such fraudulent practices either in past or in future....</p>
       </div>
 
 
               
 
                           <button type="button" class="pum-close popmake-close" aria-label="Close">
           ..            </button>
       
   </div>
 
</div>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/swv/js/index.js?
ver=5.7.4' id='swv-js'></script>
<script type='text/javascript' id='contact-form-7-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.7.4'
id='contact-form-7-js'></script>
<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/bootstrap.min.js?ver=6.1.1'
id='caspian-bootstrapjs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/aos.js?ver=6.1.1' id='caspian-aos-
js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/owl.carousel.min.js?ver=6.1.1'
id='caspian-owlcarouseljs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/jquery.isotope.min.js?ver=6.1.1'
id='jquery.isotope.min-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/odometer.js?ver=6.1.1' id='caspian-
odometer-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/grids.min.js?ver=6.1.1' id='caspian-
grids-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/custom.js?ver=6.1.1' id='caspian-
custom-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/ui/core.min.js?ver=1.13.2' id='jquery-ui-
core-js'></script>
<script type='text/javascript' id='popup-maker-site-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/popup-maker/assets/js/site.min.js?
defer&#038;ver=1.18.0' id='popup-maker-site-js'></script>
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
<script>
...[SNIP]...
</script>
 



</body>
</html>

10.2. https://caspianequity.in/2018/11/draft-national-education-policy-2019-
and-its-ed-tech-entreprneurs~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs/

Request 1
GET /2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.156096801.1677934165; _gid=GA1.2.234423657.1677934165; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/2018/11/draft-national-education-policy-2019-and-its-ed-tech-entreprneurs~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:56:37 GMT

 Server: Apache
  

Request 2
GET /2018/11/j~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.156096801.1677934165; _gid=GA1.2.234423657.1677934165; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 



Referer: https://caspianequity.in/author/supercaspianadmin2022/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 2
HTTP/2 404 Not Found

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:56:37 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
 <!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->

 <title> Page not found</title>
 <!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->

 <!-- WARNING: Respond.js doesn't work if you view the page via file:// -->
 <!--[if lt IE 9]>

 <script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></script>
 <script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>

 <![endif]-->
 <meta name='robots' content='max-image-preview:large' />

 <link rel='dns-prefetch' href='//ajax.googleapis.com' />
 <link rel='dns-prefetch' href='//code.jquery.com' />

 <link rel='dns-prefetch' href='//fonts.googleapis.com' />
 <script type="text/javascript">

 ...[SNIP]...
 </script>

 <style type="text/css">
 img.wp-smiley,

 img.emoji {
    display: inline !important;

    border: none !important;
    box-shadow: none !important;

    height: 1em !important;
    width: 1em !important;

    margin: 0 0.07em !important;
    vertical-align: -0.1em !important;

    background: none !important;
    padding: 0 !important;

 }
 </style>

    <link rel='stylesheet' id='contact-form-7-css' href='https://caspianequity.in/wp-content/plugins/contact-form-
7/includes/css/styles.css?ver=5.7.4' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-fonts-main-css' href='https://fonts.googleapis.com/css?
family=Montserrat:300,400,500,600,700&#038;display=swap' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-fonts-secondary-css' href='https://fonts.googleapis.com/css?
family=Open+Sans:800,700&#038;display=swap' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-font-awesome-css' href='https://caspianequity.in/wp-content/themes/caspian/css/font-
awesome.min.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-aos-css' href='https://caspianequity.in/wp-content/themes/caspian/css/aos.css'
type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-bootstrap-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/bootstrap.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-owl-carousel-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/owl.carousel.min.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-calendar-ui-css' href='https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css'
type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-odometer-css' href='https://caspianequity.in/wp-content/themes/caspian/css/odometer-
theme-default.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-style-css' href='https://caspianequity.in/wp-content/themes/caspian/style.css'



type='text/css' media='all' />
<link rel='stylesheet' id='caspian-responsive-css' href='https://caspianequity.in/wp-content/themes/caspian/responsive.css'
type='text/css' media='all' />
<link rel='stylesheet' id='popup-maker-site-css' href='https://caspianequity.in/wp-content/plugins/popup-
maker/assets/css/pum-site.min.css?ver=1.18.0' type='text/css' media='all' />
<style id='popup-maker-site-inline-css' type='text/css'>
/* Popup Google Fonts */
@import url('//fonts.googleapis.com/css?family=Montserrat:100');
 
/* Popup Theme 652: Light Box */
.pum-theme-652, .pum-theme-lightbox { background-color: rgba( 0, 0, 0, 0.60 ) } 
.pum-theme-652 .pum-container, .pum-theme-lightbox .pum-container { padding: 18px; border-radius: 3px; border: 3px solid
#f28b15; box-shadow: 0px 0px 30px 0px rgba( 2, 2, 2, 1.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-652 .pum-title, .pum-theme-lightbox .pum-title { color: #f28b15; text-align: center; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 500; font-size: 32px; line-height: 36px } 
.pum-theme-652 .pum-content, .pum-theme-lightbox .pum-content { color: #000000; font-family: Montserrat; font-weight:
400; font-style: italic } 
.pum-theme-652 .pum-content + .pum-close, .pum-theme-lightbox .pum-content + .pum-close { position: absolute; height:
26px; width: 26px; left: auto; right: -13px; bottom: auto; top: -13px; padding: 0px; color: #ffffff; font-family: Arial; font-weight:
100; font-size: 24px; line-height: 24px; border: 2px solid #ffffff; border-radius: 26px; box-shadow: 0px 0px 15px 1px rgba( 2,
2, 2, 0.75 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 1.00 ) } 
 
/* Popup Theme 651: Default Theme */
.pum-theme-651, .pum-theme-default-theme { background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-651 .pum-container, .pum-theme-default-theme .pum-container { padding: 18px; border-radius: 0px; border:
1px none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 249, 249, 249, 1.00 ) } 
.pum-theme-651 .pum-title, .pum-theme-default-theme .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; font-style: normal; line-height: 36px } 
.pum-theme-651 .pum-content, .pum-theme-default-theme .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400; font-style: inherit } 
.pum-theme-651 .pum-content + .pum-close, .pum-theme-default-theme .pum-content + .pum-close { position: absolute;
height: auto; width: auto; left: auto; right: 0px; bottom: auto; top: 0px; padding: 8px; color: #ffffff; font-family: inherit; font-
weight: 400; font-size: 12px; font-style: inherit; line-height: 36px; border: 1px none #ffffff; border-radius: 0px; box-shadow:
1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 183, 205,
1.00 ) } 
 
/* Popup Theme 653: Enterprise Blue */
.pum-theme-653, .pum-theme-enterprise-blue { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-653 .pum-container, .pum-theme-enterprise-blue .pum-container { padding: 28px; border-radius: 5px; border:
1px none #000000; box-shadow: 0px 10px 25px 4px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-653 .pum-title, .pum-theme-enterprise-blue .pum-title { color: #315b7c; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 34px; line-height: 36px } 
.pum-theme-653 .pum-content, .pum-theme-enterprise-blue .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-653 .pum-content + .pum-close, .pum-theme-enterprise-blue .pum-content + .pum-close { position: absolute;
height: 28px; width: 28px; left: auto; right: 8px; bottom: auto; top: 8px; padding: 4px; color: #ffffff; font-family: Times New
Roman; font-weight: 100; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 42px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 49, 91, 124, 1.00 ) }
 
/* Popup Theme 654: Hello Box */
.pum-theme-654, .pum-theme-hello-box { background-color: rgba( 0, 0, 0, 0.75 ) } 
.pum-theme-654 .pum-container, .pum-theme-hello-box .pum-container { padding: 30px; border-radius: 80px; border: 14px
solid #81d742; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-654 .pum-title, .pum-theme-hello-box .pum-title { color: #2d2d2d; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-654 .pum-content, .pum-theme-hello-box .pum-content { color: #2d2d2d; font-family: inherit; font-weight: 100 }
.pum-theme-654 .pum-content + .pum-close, .pum-theme-hello-box .pum-content + .pum-close { position: absolute; height:
auto; width: auto; left: auto; right: -30px; bottom: auto; top: -30px; padding: 0px; color: #2d2d2d; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 28px; border: 1px none #ffffff; border-radius: 28px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 255, 255, 255, 1.00
) } 
 
/* Popup Theme 655: Cutting Edge */
.pum-theme-655, .pum-theme-cutting-edge { background-color: rgba( 0, 0, 0, 0.50 ) } 
.pum-theme-655 .pum-container, .pum-theme-cutting-edge .pum-container { padding: 18px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 10px 25px 0px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 30, 115, 190, 1.00 ) } 
.pum-theme-655 .pum-title, .pum-theme-cutting-edge .pum-title { color: #ffffff; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Sans-Serif; font-weight: 100; font-size: 26px; line-height: 28px } 
.pum-theme-655 .pum-content, .pum-theme-cutting-edge .pum-content { color: #ffffff; font-family: inherit; font-weight: 100 }
.pum-theme-655 .pum-content + .pum-close, .pum-theme-cutting-edge .pum-content + .pum-close { position: absolute;
height: 24px; width: 24px; left: auto; right: 0px; bottom: auto; top: 0px; padding: 0px; color: #1e73be; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 24px; border: 1px none #ffffff; border-radius: 0px; box-shadow: -1px
1px 1px 0px rgba( 2, 2, 2, 0.10 ); text-shadow: -1px 1px 1px rgba( 0, 0, 0, 0.10 ); background-color: rgba( 238, 238, 34, 1.00 )
} 
 
/* Popup Theme 656: Framed Border */
.pum-theme-656, .pum-theme-framed-border { background-color: rgba( 255, 255, 255, 0.50 ) } 
.pum-theme-656 .pum-container, .pum-theme-framed-border .pum-container { padding: 18px; border-radius: 0px; border:
20px outset #dd3333; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.97 ) inset; background-color: rgba( 255, 251, 239, 1.00 )



} 
.pum-theme-656 .pum-title, .pum-theme-framed-border .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-656 .pum-content, .pum-theme-framed-border .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-656 .pum-content + .pum-close, .pum-theme-framed-border .pum-content + .pum-close { position: absolute;
height: 20px; width: 20px; left: auto; right: -20px; bottom: auto; top: -20px; padding: 0px; color: #ffffff; font-family: Tahoma;
font-weight: 700; font-size: 16px; line-height: 18px; border: 1px none #ffffff; border-radius: 0px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 0.55 ) } 
 
/* Popup Theme 657: Floating Bar - Soft Blue */
.pum-theme-657, .pum-theme-floating-bar { background-color: rgba( 255, 255, 255, 0.00 ) } 
.pum-theme-657 .pum-container, .pum-theme-floating-bar .pum-container { padding: 8px; border-radius: 0px; border: 1px
none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 238, 246, 252, 1.00 ) } 
.pum-theme-657 .pum-title, .pum-theme-floating-bar .pum-title { color: #505050; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-657 .pum-content, .pum-theme-floating-bar .pum-content { color: #505050; font-family: inherit; font-weight:
400 } 
.pum-theme-657 .pum-content + .pum-close, .pum-theme-floating-bar .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 5px; bottom: auto; top: 50%; padding: 0px; color: #505050; font-family: Sans-
Serif; font-weight: 700; font-size: 15px; line-height: 18px; border: 1px solid #505050; border-radius: 15px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00
); transform: translate(0, -50%) } 
 
/* Popup Theme 658: Content Only - For use with page builders or block editor */
.pum-theme-658, .pum-theme-content-only { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-658 .pum-container, .pum-theme-content-only .pum-container { padding: 0px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ) } 
.pum-theme-658 .pum-title, .pum-theme-content-only .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-658 .pum-content, .pum-theme-content-only .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400 } 
.pum-theme-658 .pum-content + .pum-close, .pum-theme-content-only .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 7px; bottom: auto; top: 7px; padding: 0px; color: #000000; font-family: inherit;
font-weight: 700; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 15px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00 ) } 
 
#pum-661 {z-index: 1999999999}
 
</style>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery.min.js?ver=3.6.1' id='jquery-core-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2' id='jquery-
migrate-js'></script>
<link rel="https://api.w.org/" href="https://caspianequity.in/wp-json/" /><link rel="EditURI" type="application/rsd+xml"
title="RSD" href="https://caspianequity.in/xmlrpc.php?rsd" />
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://caspianequity.in/wp-includes/wlwmanifest.xml"
/>
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="32x32" />
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="192x192" />
<link rel="apple-touch-icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
<meta name="msapplication-TileImage" content="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
</head>
<body class="error404">
<header class="main-header">
<div class="header-top">
<div class="container"> 
<div class="header-top-left">
<!-- <div class="select-sites">
<select onchange="location = this.options[this.selectedIndex].value;" class="showGallery">
<option>See also...</option>
<option value="https://www.caspianequity.in/">caspianquity</option>
<option value="https://www.caspiandebt.in/">caspiandebt</option>
</select>
</div> -->
<ul>
<li><a href="https://www.caspian.in/">Caspian</a></li>
<li><a href="https://caspiandebt.in/">caspian debt</a></li>
</ul>
</div> 
<div class="header-top-right">
<div class="social-icons">
<a href="https://twitter.com/caspian_impact" target="_blank"><img src="https://www.caspian.in/wp-
content/uploads/2020/02/twitter.png" alt=""></a>
<a href="https://www.linkedin.com/company/caspian-advisors-private-limited/" target="_blank"><img
src="https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png" alt=""></a>
<a href="https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw" target="_blank"><i class="fa fa-youtube-play"
aria-hidden="true">
...[SNIP]...



</a> 
</div>
</div>
</div>
 
<div class="clearfix"></div>
</div>
    <section class="header-main-nav">
<div class="container">
<div class="row">
 
 
<nav class="navbar main-nav col-sm-12">
<a href="https://caspianequity.in"><img src="https://caspianequity.in/wp-content/themes/caspian/images/logo-equity.png"
alt="" /></a>
<div class="main-nav-in">
<div class="main-menu">
<!-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#mainNav">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
</div>
<div id="mainNav" class="collapse navbar-collapse"><ul id="menu-main-menu" class="nav navbar-nav"><li id="menu-
item-582" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-item-582
dropdown"><a title="Ventures" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Ventures <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-581" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-581"><a
title="SME Impact fund" href="https://caspianequity.in/sme-impact-fund/">SME Impact fund</a></li>
   <li id="menu-item-578" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-578"><a
title="PORTFOLIO" href="https://caspianequity.in/portfolio/">PORTFOLIO</a></li>
</ul>
</li>
<li id="menu-item-25" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-25 dropdown"><a title="WE" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-haspopup="true">WE
<span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-598" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-598"><a
title="About" href="https://caspianequity.in/about/">About</a></li>
</ul>
</li>
<li id="menu-item-584" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-584 dropdown"><a title="Nurture" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Nurture <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-579" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-579"><a
title="BELLWETHER" href="https://caspianequity.in/bellwether/">BELLWETHER</a></li>
   <li id="menu-item-580" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-580"><a
title="IFIF" href="https://caspianequity.in/ifif/">IFIF</a></li>
   <li id="menu-item-26" class="menu-item menu-item-type-custom menu-item-object-custom menu-item-26"><a
title="Beyond Capital" target="_blank" href="#">Beyond Capital</a></li>
</ul>
</li>
</ul></div> </div>
 
</div>
</nav> 
</div>
</div>
    </section>
</header>
<div id="myNav" class="overlay">
<a href="javascript:void(0)" class="closebtn" onclick="closeNav()">&times;</a>
<div class="overlay-content">
<a href="#">About</a>
<a href="#">Services</a>
<a href="#">Clients</a>
<a href="#">Contact</a>
</div>
</div>
   <div id="primary" class="content-area">
<div class="container">
       <main id="main" class="site-main">
 
           <section class="error-404 not-found">



               <header class="page-header">
                   <h1 class="page-title">Oops! That page can&rsquo;t be found.</h1>
                   <h2>404</h2>
               </header><!-- .page-header -->
 
           </section><!-- .error-404 -->
 
       </main><!-- #main -->
   </div>
   </div><!-- #primary -->
 
<footer class="main-footer">
</footer>
<div class="copyright">
<div class="container">
<p style="max-width:400px">.. Copyright 2022 CASPIAN EQUITY</p>
<div class="copyright-right">
<div class="menu-footer-menu4-container">
<ul>
<li><a href="https://www.caspianequity.in/investor-complaints/">Investor Complaints</a></li>
<li ><a href="https://www.caspian.in/blog/">Blog</a></li>
<li ><a href="https://caspianequity.in/principal-contact-details-others/">Principal contact details & others</a></li>
</ul>
</div>
</div>
</div>
</div>
<div id="pum-661" class="pum pum-overlay pum-theme-652 pum-theme-lightbox popmake-overlay auto_open click_open"
data-popmake="{&quot;id&quot;:661,&quot;slug&quot;:&quot;disclaimer-on-
website&quot;,&quot;theme_id&quot;:652,&quot;cookies&quot;:[],&quot;triggers&quot;:
[{&quot;type&quot;:&quot;auto_open&quot;,&quo
...[SNIP]...
,&quot;overlay_click&quot;:false,&quot;esc_press&quot;:false,&quot;f4_press&quot;:false},&quot;click_open&quot;:[]}}"
role="dialog" aria-modal="false"
                                   aria-labelledby="pum_popup_title_661">
 
   <div id="popmake-661" class="pum-container popmake theme-652 pum-responsive pum-responsive-medium responsive
size-medium">
 
               
 
                           <div id="pum_popup_title_661" class="pum-title popmake-title">
               Disclaimer!!!            </div>
       
 
       
 
               <div class="pum-content popmake-content" tabindex="0">
           <p style="color:#ff3304; line-height:30px;">...Caspian Impact Investments Private Limited CIN
[U65993TG1991PTC013491], an NBFC registered with Reserve Bank of India having registered office at [4th Floor, Plot No ...
40 &amp; 41, Ventureast Plaza, Financial District, Gachibowli, Hyderabad ... 500032, Telangana, India ] ; hereby cautions the
general public that some unscrupulous individuals are trying to mislead the public that the Company is offering instant loans
through mobile apps. We hereby declare that we do not have any mobile app in android or apple store and we are NOT in the
business of offering instant loans. We urge the public not to be misled by such wrong communications made by any
individual/agency. Necessary criminal action will be initiated against such agencies or individuals.</p>
<p style="color:#ff3304; line-height:30px;">General Public is also further hereby warned that Caspian Impact Investments
Private Limited shall not be liable and responsible for any loss or any other inconvenience or if anyone is misled, trapped by
such fraudulent practices either in past or in future....</p>
       </div>
 
 
               
 
                           <button type="button" class="pum-close popmake-close" aria-label="Close">
           ..            </button>
       
   </div>
 
</div>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/swv/js/index.js?
ver=5.7.4' id='swv-js'></script>
<script type='text/javascript' id='contact-form-7-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.7.4'
id='contact-form-7-js'></script>
<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>



</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/bootstrap.min.js?ver=6.1.1'
id='caspian-bootstrapjs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/aos.js?ver=6.1.1' id='caspian-aos-
js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/owl.carousel.min.js?ver=6.1.1'
id='caspian-owlcarouseljs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/jquery.isotope.min.js?ver=6.1.1'
id='jquery.isotope.min-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/odometer.js?ver=6.1.1' id='caspian-
odometer-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/grids.min.js?ver=6.1.1' id='caspian-
grids-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/custom.js?ver=6.1.1' id='caspian-
custom-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/ui/core.min.js?ver=1.13.2' id='jquery-ui-
core-js'></script>
<script type='text/javascript' id='popup-maker-site-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/popup-maker/assets/js/site.min.js?
defer&#038;ver=1.18.0' id='popup-maker-site-js'></script>
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
<script>
...[SNIP]...
</script>
 
</body>
</html>

10.3. https://caspianequity.in/2019/10/when-should-an-early-stage-enterprise-
not-borrow-money~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2019/10/when-should-an-early-stage-enterprise-not-borrow-money/

Request 1
GET /2019/10/when-should-an-early-stage-enterprise-not-borrow-money~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.434399188.1677934167; _gid=GA1.2.1799760887.1677934167; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 



Location: https://caspianequity.in/2019/10/when-should-an-early-stage-enterprise-not-borrow-money~/
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Length: 0
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:56:34 GMT
Server: Apache
 

Request 2
GET /2019/10/a~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.434399188.1677934167; _gid=GA1.2.1799760887.1677934167; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 404 Not Found

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:56:34 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
 <!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->

 <title> Page not found</title>
 <!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->

 <!-- WARNING: Respond.js doesn't work if you view the page via file:// -->
 <!--[if lt IE 9]>

 <script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></script>
 <script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>

 <![endif]-->
 <meta name='robots' content='max-image-preview:large' />

 <link rel='dns-prefetch' href='//ajax.googleapis.com' />
 <link rel='dns-prefetch' href='//code.jquery.com' />

 <link rel='dns-prefetch' href='//fonts.googleapis.com' />
 <script type="text/javascript">

 ...[SNIP]...
 </script>

 <style type="text/css">
 img.wp-smiley,

 img.emoji {
    display: inline !important;

 



   border: none !important;
   box-shadow: none !important;
   height: 1em !important;
   width: 1em !important;
   margin: 0 0.07em !important;
   vertical-align: -0.1em !important;
   background: none !important;
   padding: 0 !important;
}
</style>
   <link rel='stylesheet' id='contact-form-7-css' href='https://caspianequity.in/wp-content/plugins/contact-form-
7/includes/css/styles.css?ver=5.7.4' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-fonts-main-css' href='https://fonts.googleapis.com/css?
family=Montserrat:300,400,500,600,700&#038;display=swap' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-fonts-secondary-css' href='https://fonts.googleapis.com/css?
family=Open+Sans:800,700&#038;display=swap' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-font-awesome-css' href='https://caspianequity.in/wp-content/themes/caspian/css/font-
awesome.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-aos-css' href='https://caspianequity.in/wp-content/themes/caspian/css/aos.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-bootstrap-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/bootstrap.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-owl-carousel-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/owl.carousel.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-calendar-ui-css' href='https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-odometer-css' href='https://caspianequity.in/wp-content/themes/caspian/css/odometer-
theme-default.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-style-css' href='https://caspianequity.in/wp-content/themes/caspian/style.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-responsive-css' href='https://caspianequity.in/wp-content/themes/caspian/responsive.css'
type='text/css' media='all' />
<link rel='stylesheet' id='popup-maker-site-css' href='https://caspianequity.in/wp-content/plugins/popup-
maker/assets/css/pum-site.min.css?ver=1.18.0' type='text/css' media='all' />
<style id='popup-maker-site-inline-css' type='text/css'>
/* Popup Google Fonts */
@import url('//fonts.googleapis.com/css?family=Montserrat:100');
 
/* Popup Theme 652: Light Box */
.pum-theme-652, .pum-theme-lightbox { background-color: rgba( 0, 0, 0, 0.60 ) } 
.pum-theme-652 .pum-container, .pum-theme-lightbox .pum-container { padding: 18px; border-radius: 3px; border: 3px solid
#f28b15; box-shadow: 0px 0px 30px 0px rgba( 2, 2, 2, 1.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-652 .pum-title, .pum-theme-lightbox .pum-title { color: #f28b15; text-align: center; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 500; font-size: 32px; line-height: 36px } 
.pum-theme-652 .pum-content, .pum-theme-lightbox .pum-content { color: #000000; font-family: Montserrat; font-weight:
400; font-style: italic } 
.pum-theme-652 .pum-content + .pum-close, .pum-theme-lightbox .pum-content + .pum-close { position: absolute; height:
26px; width: 26px; left: auto; right: -13px; bottom: auto; top: -13px; padding: 0px; color: #ffffff; font-family: Arial; font-weight:
100; font-size: 24px; line-height: 24px; border: 2px solid #ffffff; border-radius: 26px; box-shadow: 0px 0px 15px 1px rgba( 2,
2, 2, 0.75 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 1.00 ) } 
 
/* Popup Theme 651: Default Theme */
.pum-theme-651, .pum-theme-default-theme { background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-651 .pum-container, .pum-theme-default-theme .pum-container { padding: 18px; border-radius: 0px; border:
1px none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 249, 249, 249, 1.00 ) } 
.pum-theme-651 .pum-title, .pum-theme-default-theme .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; font-style: normal; line-height: 36px } 
.pum-theme-651 .pum-content, .pum-theme-default-theme .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400; font-style: inherit } 
.pum-theme-651 .pum-content + .pum-close, .pum-theme-default-theme .pum-content + .pum-close { position: absolute;
height: auto; width: auto; left: auto; right: 0px; bottom: auto; top: 0px; padding: 8px; color: #ffffff; font-family: inherit; font-
weight: 400; font-size: 12px; font-style: inherit; line-height: 36px; border: 1px none #ffffff; border-radius: 0px; box-shadow:
1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 183, 205,
1.00 ) } 
 
/* Popup Theme 653: Enterprise Blue */
.pum-theme-653, .pum-theme-enterprise-blue { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-653 .pum-container, .pum-theme-enterprise-blue .pum-container { padding: 28px; border-radius: 5px; border:
1px none #000000; box-shadow: 0px 10px 25px 4px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-653 .pum-title, .pum-theme-enterprise-blue .pum-title { color: #315b7c; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 34px; line-height: 36px } 
.pum-theme-653 .pum-content, .pum-theme-enterprise-blue .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-653 .pum-content + .pum-close, .pum-theme-enterprise-blue .pum-content + .pum-close { position: absolute;
height: 28px; width: 28px; left: auto; right: 8px; bottom: auto; top: 8px; padding: 4px; color: #ffffff; font-family: Times New
Roman; font-weight: 100; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 42px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 49, 91, 124, 1.00 ) }
 
/* Popup Theme 654: Hello Box */



.pum-theme-654, .pum-theme-hello-box { background-color: rgba( 0, 0, 0, 0.75 ) } 

.pum-theme-654 .pum-container, .pum-theme-hello-box .pum-container { padding: 30px; border-radius: 80px; border: 14px
solid #81d742; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-654 .pum-title, .pum-theme-hello-box .pum-title { color: #2d2d2d; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-654 .pum-content, .pum-theme-hello-box .pum-content { color: #2d2d2d; font-family: inherit; font-weight: 100 }
.pum-theme-654 .pum-content + .pum-close, .pum-theme-hello-box .pum-content + .pum-close { position: absolute; height:
auto; width: auto; left: auto; right: -30px; bottom: auto; top: -30px; padding: 0px; color: #2d2d2d; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 28px; border: 1px none #ffffff; border-radius: 28px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 255, 255, 255, 1.00
) } 
 
/* Popup Theme 655: Cutting Edge */
.pum-theme-655, .pum-theme-cutting-edge { background-color: rgba( 0, 0, 0, 0.50 ) } 
.pum-theme-655 .pum-container, .pum-theme-cutting-edge .pum-container { padding: 18px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 10px 25px 0px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 30, 115, 190, 1.00 ) } 
.pum-theme-655 .pum-title, .pum-theme-cutting-edge .pum-title { color: #ffffff; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Sans-Serif; font-weight: 100; font-size: 26px; line-height: 28px } 
.pum-theme-655 .pum-content, .pum-theme-cutting-edge .pum-content { color: #ffffff; font-family: inherit; font-weight: 100 }
.pum-theme-655 .pum-content + .pum-close, .pum-theme-cutting-edge .pum-content + .pum-close { position: absolute;
height: 24px; width: 24px; left: auto; right: 0px; bottom: auto; top: 0px; padding: 0px; color: #1e73be; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 24px; border: 1px none #ffffff; border-radius: 0px; box-shadow: -1px
1px 1px 0px rgba( 2, 2, 2, 0.10 ); text-shadow: -1px 1px 1px rgba( 0, 0, 0, 0.10 ); background-color: rgba( 238, 238, 34, 1.00 )
} 
 
/* Popup Theme 656: Framed Border */
.pum-theme-656, .pum-theme-framed-border { background-color: rgba( 255, 255, 255, 0.50 ) } 
.pum-theme-656 .pum-container, .pum-theme-framed-border .pum-container { padding: 18px; border-radius: 0px; border:
20px outset #dd3333; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.97 ) inset; background-color: rgba( 255, 251, 239, 1.00 )
} 
.pum-theme-656 .pum-title, .pum-theme-framed-border .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-656 .pum-content, .pum-theme-framed-border .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-656 .pum-content + .pum-close, .pum-theme-framed-border .pum-content + .pum-close { position: absolute;
height: 20px; width: 20px; left: auto; right: -20px; bottom: auto; top: -20px; padding: 0px; color: #ffffff; font-family: Tahoma;
font-weight: 700; font-size: 16px; line-height: 18px; border: 1px none #ffffff; border-radius: 0px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 0.55 ) } 
 
/* Popup Theme 657: Floating Bar - Soft Blue */
.pum-theme-657, .pum-theme-floating-bar { background-color: rgba( 255, 255, 255, 0.00 ) } 
.pum-theme-657 .pum-container, .pum-theme-floating-bar .pum-container { padding: 8px; border-radius: 0px; border: 1px
none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 238, 246, 252, 1.00 ) } 
.pum-theme-657 .pum-title, .pum-theme-floating-bar .pum-title { color: #505050; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-657 .pum-content, .pum-theme-floating-bar .pum-content { color: #505050; font-family: inherit; font-weight:
400 } 
.pum-theme-657 .pum-content + .pum-close, .pum-theme-floating-bar .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 5px; bottom: auto; top: 50%; padding: 0px; color: #505050; font-family: Sans-
Serif; font-weight: 700; font-size: 15px; line-height: 18px; border: 1px solid #505050; border-radius: 15px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00
); transform: translate(0, -50%) } 
 
/* Popup Theme 658: Content Only - For use with page builders or block editor */
.pum-theme-658, .pum-theme-content-only { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-658 .pum-container, .pum-theme-content-only .pum-container { padding: 0px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ) } 
.pum-theme-658 .pum-title, .pum-theme-content-only .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-658 .pum-content, .pum-theme-content-only .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400 } 
.pum-theme-658 .pum-content + .pum-close, .pum-theme-content-only .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 7px; bottom: auto; top: 7px; padding: 0px; color: #000000; font-family: inherit;
font-weight: 700; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 15px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00 ) } 
 
#pum-661 {z-index: 1999999999}
 
</style>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery.min.js?ver=3.6.1' id='jquery-core-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2' id='jquery-
migrate-js'></script>
<link rel="https://api.w.org/" href="https://caspianequity.in/wp-json/" /><link rel="EditURI" type="application/rsd+xml"
title="RSD" href="https://caspianequity.in/xmlrpc.php?rsd" />
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://caspianequity.in/wp-includes/wlwmanifest.xml"
/>
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="32x32" />
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="192x192" />



<link rel="apple-touch-icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
<meta name="msapplication-TileImage" content="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
</head>
<body class="error404">
<header class="main-header">
<div class="header-top">
<div class="container"> 
<div class="header-top-left">
<!-- <div class="select-sites">
<select onchange="location = this.options[this.selectedIndex].value;" class="showGallery">
<option>See also...</option>
<option value="https://www.caspianequity.in/">caspianquity</option>
<option value="https://www.caspiandebt.in/">caspiandebt</option>
</select>
</div> -->
<ul>
<li><a href="https://www.caspian.in/">Caspian</a></li>
<li><a href="https://caspiandebt.in/">caspian debt</a></li>
</ul>
</div> 
<div class="header-top-right">
<div class="social-icons">
<a href="https://twitter.com/caspian_impact" target="_blank"><img src="https://www.caspian.in/wp-
content/uploads/2020/02/twitter.png" alt=""></a>
<a href="https://www.linkedin.com/company/caspian-advisors-private-limited/" target="_blank"><img
src="https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png" alt=""></a>
<a href="https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw" target="_blank"><i class="fa fa-youtube-play"
aria-hidden="true">
...[SNIP]...
</a> 
</div>
</div>
</div>
 
<div class="clearfix"></div>
</div>
    <section class="header-main-nav">
<div class="container">
<div class="row">
 
 
<nav class="navbar main-nav col-sm-12">
<a href="https://caspianequity.in"><img src="https://caspianequity.in/wp-content/themes/caspian/images/logo-equity.png"
alt="" /></a>
<div class="main-nav-in">
<div class="main-menu">
<!-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#mainNav">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
</div>
<div id="mainNav" class="collapse navbar-collapse"><ul id="menu-main-menu" class="nav navbar-nav"><li id="menu-
item-582" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-item-582
dropdown"><a title="Ventures" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Ventures <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-581" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-581"><a
title="SME Impact fund" href="https://caspianequity.in/sme-impact-fund/">SME Impact fund</a></li>
   <li id="menu-item-578" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-578"><a
title="PORTFOLIO" href="https://caspianequity.in/portfolio/">PORTFOLIO</a></li>
</ul>
</li>
<li id="menu-item-25" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-25 dropdown"><a title="WE" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-haspopup="true">WE
<span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-598" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-598"><a
title="About" href="https://caspianequity.in/about/">About</a></li>
</ul>
</li>
<li id="menu-item-584" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-584 dropdown"><a title="Nurture" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Nurture <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-579" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-579"><a



title="BELLWETHER" href="https://caspianequity.in/bellwether/">BELLWETHER</a></li>
   <li id="menu-item-580" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-580"><a
title="IFIF" href="https://caspianequity.in/ifif/">IFIF</a></li>
   <li id="menu-item-26" class="menu-item menu-item-type-custom menu-item-object-custom menu-item-26"><a
title="Beyond Capital" target="_blank" href="#">Beyond Capital</a></li>
</ul>
</li>
</ul></div> </div>
 
</div>
</nav> 
</div>
</div>
    </section>
</header>
<div id="myNav" class="overlay">
<a href="javascript:void(0)" class="closebtn" onclick="closeNav()">&times;</a>
<div class="overlay-content">
<a href="#">About</a>
<a href="#">Services</a>
<a href="#">Clients</a>
<a href="#">Contact</a>
</div>
</div>
   <div id="primary" class="content-area">
<div class="container">
       <main id="main" class="site-main">
 
           <section class="error-404 not-found">
               <header class="page-header">
                   <h1 class="page-title">Oops! That page can&rsquo;t be found.</h1>
                   <h2>404</h2>
               </header><!-- .page-header -->
 
           </section><!-- .error-404 -->
 
       </main><!-- #main -->
   </div>
   </div><!-- #primary -->
 
<footer class="main-footer">
</footer>
<div class="copyright">
<div class="container">
<p style="max-width:400px">.. Copyright 2022 CASPIAN EQUITY</p>
<div class="copyright-right">
<div class="menu-footer-menu4-container">
<ul>
<li><a href="https://www.caspianequity.in/investor-complaints/">Investor Complaints</a></li>
<li ><a href="https://www.caspian.in/blog/">Blog</a></li>
<li ><a href="https://caspianequity.in/principal-contact-details-others/">Principal contact details & others</a></li>
</ul>
</div>
</div>
</div>
</div>
<div id="pum-661" class="pum pum-overlay pum-theme-652 pum-theme-lightbox popmake-overlay auto_open click_open"
data-popmake="{&quot;id&quot;:661,&quot;slug&quot;:&quot;disclaimer-on-
website&quot;,&quot;theme_id&quot;:652,&quot;cookies&quot;:[],&quot;triggers&quot;:
[{&quot;type&quot;:&quot;auto_open&quot;,&quo
...[SNIP]...
,&quot;overlay_click&quot;:false,&quot;esc_press&quot;:false,&quot;f4_press&quot;:false},&quot;click_open&quot;:[]}}"
role="dialog" aria-modal="false"
                                   aria-labelledby="pum_popup_title_661">
 
   <div id="popmake-661" class="pum-container popmake theme-652 pum-responsive pum-responsive-medium responsive
size-medium">
 
               
 
                           <div id="pum_popup_title_661" class="pum-title popmake-title">
               Disclaimer!!!            </div>
       
 
       
 
               <div class="pum-content popmake-content" tabindex="0">
           <p style="color:#ff3304; line-height:30px;">...Caspian Impact Investments Private Limited CIN
[U65993TG1991PTC013491], an NBFC registered with Reserve Bank of India having registered office at [4th Floor, Plot No ...



40 &amp; 41, Ventureast Plaza, Financial District, Gachibowli, Hyderabad ... 500032, Telangana, India ] ; hereby cautions the
general public that some unscrupulous individuals are trying to mislead the public that the Company is offering instant loans
through mobile apps. We hereby declare that we do not have any mobile app in android or apple store and we are NOT in the
business of offering instant loans. We urge the public not to be misled by such wrong communications made by any
individual/agency. Necessary criminal action will be initiated against such agencies or individuals.</p>
<p style="color:#ff3304; line-height:30px;">General Public is also further hereby warned that Caspian Impact Investments
Private Limited shall not be liable and responsible for any loss or any other inconvenience or if anyone is misled, trapped by
such fraudulent practices either in past or in future....</p>
       </div>
 
 
               
 
                           <button type="button" class="pum-close popmake-close" aria-label="Close">
           ..            </button>
       
   </div>
 
</div>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/swv/js/index.js?
ver=5.7.4' id='swv-js'></script>
<script type='text/javascript' id='contact-form-7-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.7.4'
id='contact-form-7-js'></script>
<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/bootstrap.min.js?ver=6.1.1'
id='caspian-bootstrapjs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/aos.js?ver=6.1.1' id='caspian-aos-
js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/owl.carousel.min.js?ver=6.1.1'
id='caspian-owlcarouseljs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/jquery.isotope.min.js?ver=6.1.1'
id='jquery.isotope.min-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/odometer.js?ver=6.1.1' id='caspian-
odometer-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/grids.min.js?ver=6.1.1' id='caspian-
grids-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/custom.js?ver=6.1.1' id='caspian-
custom-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/ui/core.min.js?ver=1.13.2' id='jquery-ui-
core-js'></script>
<script type='text/javascript' id='popup-maker-site-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/popup-maker/assets/js/site.min.js?
defer&#038;ver=1.18.0' id='popup-maker-site-js'></script>
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
<script>
...[SNIP]...
</script>
 
</body>
</html>

10.4. https://caspianequity.in/2019/11/what-does-an-mba-internship-at-
caspian-look-like~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2019/11/what-does-an-mba-internship-at-caspian-look-like/

Request 1



GET /2019/11/what-does-an-mba-internship-at-caspian-look-like~ HTTP/2
Host: caspianequity.in
Accept-Encoding: gzip, deflate
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.1415214368.1677934322; _gid=GA1.2.841697708.1677934322; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/author/supercaspianadmin2022/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/2019/11/what-does-an-mba-internship-at-caspian-look-like~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:57:28 GMT

 Server: Apache
  

Request 2
GET /2019/11/c~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1415214368.1677934322; _gid=GA1.2.841697708.1677934322; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 301 Moved Permanently

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/champion/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 



Content-Length: 0
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:57:28 GMT
Server: Apache
 

10.5. https://caspianequity.in/2019/12/building-an-enabling-ecosystem-for-
farmers~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2019/12/building-an-enabling-ecosystem-for-farmers/

Request 1
GET /2019/12/building-an-enabling-ecosystem-for-farmers~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.221083343.1677934324; _gid=GA1.2.1675154751.1677934324; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/2019/12/building-an-enabling-ecosystem-for-farmers~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:57:30 GMT

 Server: Apache
  

Request 2
GET /2019/12/s~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close



Cache-Control: max-age=0
Cookie: _ga=GA1.2.221083343.1677934324; _gid=GA1.2.1675154751.1677934324; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/author/supercaspianadmin2022/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 2
HTTP/2 404 Not Found

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:57:30 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
 <!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->

 <title> Page not found</title>
 <!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->

 <!-- WARNING: Respond.js doesn't work if you view the page via file:// -->
 <!--[if lt IE 9]>

 <script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></script>
 <script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>

 <![endif]-->
 <meta name='robots' content='max-image-preview:large' />

 <link rel='dns-prefetch' href='//ajax.googleapis.com' />
 <link rel='dns-prefetch' href='//code.jquery.com' />

 <link rel='dns-prefetch' href='//fonts.googleapis.com' />
 <script type="text/javascript">

 ...[SNIP]...
 </script>

 <style type="text/css">
 img.wp-smiley,

 img.emoji {
    display: inline !important;

    border: none !important;
    box-shadow: none !important;

    height: 1em !important;
    width: 1em !important;

    margin: 0 0.07em !important;
    vertical-align: -0.1em !important;

    background: none !important;
    padding: 0 !important;

 }
 </style>

    <link rel='stylesheet' id='contact-form-7-css' href='https://caspianequity.in/wp-content/plugins/contact-form-
7/includes/css/styles.css?ver=5.7.4' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-fonts-main-css' href='https://fonts.googleapis.com/css?
family=Montserrat:300,400,500,600,700&#038;display=swap' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-fonts-secondary-css' href='https://fonts.googleapis.com/css?
family=Open+Sans:800,700&#038;display=swap' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-font-awesome-css' href='https://caspianequity.in/wp-content/themes/caspian/css/font-
awesome.min.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-aos-css' href='https://caspianequity.in/wp-content/themes/caspian/css/aos.css'
type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-bootstrap-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/bootstrap.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-owl-carousel-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/owl.carousel.min.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-calendar-ui-css' href='https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css'
type='text/css' media='all' />



<link rel='stylesheet' id='caspian-odometer-css' href='https://caspianequity.in/wp-content/themes/caspian/css/odometer-
theme-default.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-style-css' href='https://caspianequity.in/wp-content/themes/caspian/style.css'
type='text/css' media='all' />
<link rel='stylesheet' id='caspian-responsive-css' href='https://caspianequity.in/wp-content/themes/caspian/responsive.css'
type='text/css' media='all' />
<link rel='stylesheet' id='popup-maker-site-css' href='https://caspianequity.in/wp-content/plugins/popup-
maker/assets/css/pum-site.min.css?ver=1.18.0' type='text/css' media='all' />
<style id='popup-maker-site-inline-css' type='text/css'>
/* Popup Google Fonts */
@import url('//fonts.googleapis.com/css?family=Montserrat:100');
 
/* Popup Theme 652: Light Box */
.pum-theme-652, .pum-theme-lightbox { background-color: rgba( 0, 0, 0, 0.60 ) } 
.pum-theme-652 .pum-container, .pum-theme-lightbox .pum-container { padding: 18px; border-radius: 3px; border: 3px solid
#f28b15; box-shadow: 0px 0px 30px 0px rgba( 2, 2, 2, 1.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-652 .pum-title, .pum-theme-lightbox .pum-title { color: #f28b15; text-align: center; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 500; font-size: 32px; line-height: 36px } 
.pum-theme-652 .pum-content, .pum-theme-lightbox .pum-content { color: #000000; font-family: Montserrat; font-weight:
400; font-style: italic } 
.pum-theme-652 .pum-content + .pum-close, .pum-theme-lightbox .pum-content + .pum-close { position: absolute; height:
26px; width: 26px; left: auto; right: -13px; bottom: auto; top: -13px; padding: 0px; color: #ffffff; font-family: Arial; font-weight:
100; font-size: 24px; line-height: 24px; border: 2px solid #ffffff; border-radius: 26px; box-shadow: 0px 0px 15px 1px rgba( 2,
2, 2, 0.75 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 1.00 ) } 
 
/* Popup Theme 651: Default Theme */
.pum-theme-651, .pum-theme-default-theme { background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-651 .pum-container, .pum-theme-default-theme .pum-container { padding: 18px; border-radius: 0px; border:
1px none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 249, 249, 249, 1.00 ) } 
.pum-theme-651 .pum-title, .pum-theme-default-theme .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; font-style: normal; line-height: 36px } 
.pum-theme-651 .pum-content, .pum-theme-default-theme .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400; font-style: inherit } 
.pum-theme-651 .pum-content + .pum-close, .pum-theme-default-theme .pum-content + .pum-close { position: absolute;
height: auto; width: auto; left: auto; right: 0px; bottom: auto; top: 0px; padding: 8px; color: #ffffff; font-family: inherit; font-
weight: 400; font-size: 12px; font-style: inherit; line-height: 36px; border: 1px none #ffffff; border-radius: 0px; box-shadow:
1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 183, 205,
1.00 ) } 
 
/* Popup Theme 653: Enterprise Blue */
.pum-theme-653, .pum-theme-enterprise-blue { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-653 .pum-container, .pum-theme-enterprise-blue .pum-container { padding: 28px; border-radius: 5px; border:
1px none #000000; box-shadow: 0px 10px 25px 4px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-653 .pum-title, .pum-theme-enterprise-blue .pum-title { color: #315b7c; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 34px; line-height: 36px } 
.pum-theme-653 .pum-content, .pum-theme-enterprise-blue .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-653 .pum-content + .pum-close, .pum-theme-enterprise-blue .pum-content + .pum-close { position: absolute;
height: 28px; width: 28px; left: auto; right: 8px; bottom: auto; top: 8px; padding: 4px; color: #ffffff; font-family: Times New
Roman; font-weight: 100; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 42px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 49, 91, 124, 1.00 ) }
 
/* Popup Theme 654: Hello Box */
.pum-theme-654, .pum-theme-hello-box { background-color: rgba( 0, 0, 0, 0.75 ) } 
.pum-theme-654 .pum-container, .pum-theme-hello-box .pum-container { padding: 30px; border-radius: 80px; border: 14px
solid #81d742; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-654 .pum-title, .pum-theme-hello-box .pum-title { color: #2d2d2d; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-654 .pum-content, .pum-theme-hello-box .pum-content { color: #2d2d2d; font-family: inherit; font-weight: 100 }
.pum-theme-654 .pum-content + .pum-close, .pum-theme-hello-box .pum-content + .pum-close { position: absolute; height:
auto; width: auto; left: auto; right: -30px; bottom: auto; top: -30px; padding: 0px; color: #2d2d2d; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 28px; border: 1px none #ffffff; border-radius: 28px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 255, 255, 255, 1.00
) } 
 
/* Popup Theme 655: Cutting Edge */
.pum-theme-655, .pum-theme-cutting-edge { background-color: rgba( 0, 0, 0, 0.50 ) } 
.pum-theme-655 .pum-container, .pum-theme-cutting-edge .pum-container { padding: 18px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 10px 25px 0px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 30, 115, 190, 1.00 ) } 
.pum-theme-655 .pum-title, .pum-theme-cutting-edge .pum-title { color: #ffffff; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Sans-Serif; font-weight: 100; font-size: 26px; line-height: 28px } 
.pum-theme-655 .pum-content, .pum-theme-cutting-edge .pum-content { color: #ffffff; font-family: inherit; font-weight: 100 }
.pum-theme-655 .pum-content + .pum-close, .pum-theme-cutting-edge .pum-content + .pum-close { position: absolute;
height: 24px; width: 24px; left: auto; right: 0px; bottom: auto; top: 0px; padding: 0px; color: #1e73be; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 24px; border: 1px none #ffffff; border-radius: 0px; box-shadow: -1px
1px 1px 0px rgba( 2, 2, 2, 0.10 ); text-shadow: -1px 1px 1px rgba( 0, 0, 0, 0.10 ); background-color: rgba( 238, 238, 34, 1.00 )
} 
 
/* Popup Theme 656: Framed Border */



.pum-theme-656, .pum-theme-framed-border { background-color: rgba( 255, 255, 255, 0.50 ) } 

.pum-theme-656 .pum-container, .pum-theme-framed-border .pum-container { padding: 18px; border-radius: 0px; border:
20px outset #dd3333; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.97 ) inset; background-color: rgba( 255, 251, 239, 1.00 )
} 
.pum-theme-656 .pum-title, .pum-theme-framed-border .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-656 .pum-content, .pum-theme-framed-border .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-656 .pum-content + .pum-close, .pum-theme-framed-border .pum-content + .pum-close { position: absolute;
height: 20px; width: 20px; left: auto; right: -20px; bottom: auto; top: -20px; padding: 0px; color: #ffffff; font-family: Tahoma;
font-weight: 700; font-size: 16px; line-height: 18px; border: 1px none #ffffff; border-radius: 0px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 0.55 ) } 
 
/* Popup Theme 657: Floating Bar - Soft Blue */
.pum-theme-657, .pum-theme-floating-bar { background-color: rgba( 255, 255, 255, 0.00 ) } 
.pum-theme-657 .pum-container, .pum-theme-floating-bar .pum-container { padding: 8px; border-radius: 0px; border: 1px
none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 238, 246, 252, 1.00 ) } 
.pum-theme-657 .pum-title, .pum-theme-floating-bar .pum-title { color: #505050; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-657 .pum-content, .pum-theme-floating-bar .pum-content { color: #505050; font-family: inherit; font-weight:
400 } 
.pum-theme-657 .pum-content + .pum-close, .pum-theme-floating-bar .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 5px; bottom: auto; top: 50%; padding: 0px; color: #505050; font-family: Sans-
Serif; font-weight: 700; font-size: 15px; line-height: 18px; border: 1px solid #505050; border-radius: 15px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00
); transform: translate(0, -50%) } 
 
/* Popup Theme 658: Content Only - For use with page builders or block editor */
.pum-theme-658, .pum-theme-content-only { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-658 .pum-container, .pum-theme-content-only .pum-container { padding: 0px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ) } 
.pum-theme-658 .pum-title, .pum-theme-content-only .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-658 .pum-content, .pum-theme-content-only .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400 } 
.pum-theme-658 .pum-content + .pum-close, .pum-theme-content-only .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 7px; bottom: auto; top: 7px; padding: 0px; color: #000000; font-family: inherit;
font-weight: 700; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 15px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00 ) } 
 
#pum-661 {z-index: 1999999999}
 
</style>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery.min.js?ver=3.6.1' id='jquery-core-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2' id='jquery-
migrate-js'></script>
<link rel="https://api.w.org/" href="https://caspianequity.in/wp-json/" /><link rel="EditURI" type="application/rsd+xml"
title="RSD" href="https://caspianequity.in/xmlrpc.php?rsd" />
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://caspianequity.in/wp-includes/wlwmanifest.xml"
/>
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="32x32" />
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="192x192" />
<link rel="apple-touch-icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
<meta name="msapplication-TileImage" content="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
</head>
<body class="error404">
<header class="main-header">
<div class="header-top">
<div class="container"> 
<div class="header-top-left">
<!-- <div class="select-sites">
<select onchange="location = this.options[this.selectedIndex].value;" class="showGallery">
<option>See also...</option>
<option value="https://www.caspianequity.in/">caspianquity</option>
<option value="https://www.caspiandebt.in/">caspiandebt</option>
</select>
</div> -->
<ul>
<li><a href="https://www.caspian.in/">Caspian</a></li>
<li><a href="https://caspiandebt.in/">caspian debt</a></li>
</ul>
</div> 
<div class="header-top-right">
<div class="social-icons">
<a href="https://twitter.com/caspian_impact" target="_blank"><img src="https://www.caspian.in/wp-
content/uploads/2020/02/twitter.png" alt=""></a>
<a href="https://www.linkedin.com/company/caspian-advisors-private-limited/" target="_blank"><img
src="https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png" alt=""></a>



<a href="https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw" target="_blank"><i class="fa fa-youtube-play"
aria-hidden="true">
...[SNIP]...
</a> 
</div>
</div>
</div>
 
<div class="clearfix"></div>
</div>
    <section class="header-main-nav">
<div class="container">
<div class="row">
 
 
<nav class="navbar main-nav col-sm-12">
<a href="https://caspianequity.in"><img src="https://caspianequity.in/wp-content/themes/caspian/images/logo-equity.png"
alt="" /></a>
<div class="main-nav-in">
<div class="main-menu">
<!-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#mainNav">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
</div>
<div id="mainNav" class="collapse navbar-collapse"><ul id="menu-main-menu" class="nav navbar-nav"><li id="menu-
item-582" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-item-582
dropdown"><a title="Ventures" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Ventures <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-581" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-581"><a
title="SME Impact fund" href="https://caspianequity.in/sme-impact-fund/">SME Impact fund</a></li>
   <li id="menu-item-578" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-578"><a
title="PORTFOLIO" href="https://caspianequity.in/portfolio/">PORTFOLIO</a></li>
</ul>
</li>
<li id="menu-item-25" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-25 dropdown"><a title="WE" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-haspopup="true">WE
<span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-598" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-598"><a
title="About" href="https://caspianequity.in/about/">About</a></li>
</ul>
</li>
<li id="menu-item-584" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-584 dropdown"><a title="Nurture" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Nurture <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-579" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-579"><a
title="BELLWETHER" href="https://caspianequity.in/bellwether/">BELLWETHER</a></li>
   <li id="menu-item-580" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-580"><a
title="IFIF" href="https://caspianequity.in/ifif/">IFIF</a></li>
   <li id="menu-item-26" class="menu-item menu-item-type-custom menu-item-object-custom menu-item-26"><a
title="Beyond Capital" target="_blank" href="#">Beyond Capital</a></li>
</ul>
</li>
</ul></div> </div>
 
</div>
</nav> 
</div>
</div>
    </section>
</header>
<div id="myNav" class="overlay">
<a href="javascript:void(0)" class="closebtn" onclick="closeNav()">&times;</a>
<div class="overlay-content">
<a href="#">About</a>
<a href="#">Services</a>
<a href="#">Clients</a>
<a href="#">Contact</a>
</div>
</div>
   <div id="primary" class="content-area">
<div class="container">



       <main id="main" class="site-main">
 
           <section class="error-404 not-found">
               <header class="page-header">
                   <h1 class="page-title">Oops! That page can&rsquo;t be found.</h1>
                   <h2>404</h2>
               </header><!-- .page-header -->
 
           </section><!-- .error-404 -->
 
       </main><!-- #main -->
   </div>
   </div><!-- #primary -->
 
<footer class="main-footer">
</footer>
<div class="copyright">
<div class="container">
<p style="max-width:400px">.. Copyright 2022 CASPIAN EQUITY</p>
<div class="copyright-right">
<div class="menu-footer-menu4-container">
<ul>
<li><a href="https://www.caspianequity.in/investor-complaints/">Investor Complaints</a></li>
<li ><a href="https://www.caspian.in/blog/">Blog</a></li>
<li ><a href="https://caspianequity.in/principal-contact-details-others/">Principal contact details & others</a></li>
</ul>
</div>
</div>
</div>
</div>
<div id="pum-661" class="pum pum-overlay pum-theme-652 pum-theme-lightbox popmake-overlay auto_open click_open"
data-popmake="{&quot;id&quot;:661,&quot;slug&quot;:&quot;disclaimer-on-
website&quot;,&quot;theme_id&quot;:652,&quot;cookies&quot;:[],&quot;triggers&quot;:
[{&quot;type&quot;:&quot;auto_open&quot;,&quo
...[SNIP]...
,&quot;overlay_click&quot;:false,&quot;esc_press&quot;:false,&quot;f4_press&quot;:false},&quot;click_open&quot;:[]}}"
role="dialog" aria-modal="false"
                                   aria-labelledby="pum_popup_title_661">
 
   <div id="popmake-661" class="pum-container popmake theme-652 pum-responsive pum-responsive-medium responsive
size-medium">
 
               
 
                           <div id="pum_popup_title_661" class="pum-title popmake-title">
               Disclaimer!!!            </div>
       
 
       
 
               <div class="pum-content popmake-content" tabindex="0">
           <p style="color:#ff3304; line-height:30px;">...Caspian Impact Investments Private Limited CIN
[U65993TG1991PTC013491], an NBFC registered with Reserve Bank of India having registered office at [4th Floor, Plot No ...
40 &amp; 41, Ventureast Plaza, Financial District, Gachibowli, Hyderabad ... 500032, Telangana, India ] ; hereby cautions the
general public that some unscrupulous individuals are trying to mislead the public that the Company is offering instant loans
through mobile apps. We hereby declare that we do not have any mobile app in android or apple store and we are NOT in the
business of offering instant loans. We urge the public not to be misled by such wrong communications made by any
individual/agency. Necessary criminal action will be initiated against such agencies or individuals.</p>
<p style="color:#ff3304; line-height:30px;">General Public is also further hereby warned that Caspian Impact Investments
Private Limited shall not be liable and responsible for any loss or any other inconvenience or if anyone is misled, trapped by
such fraudulent practices either in past or in future....</p>
       </div>
 
 
               
 
                           <button type="button" class="pum-close popmake-close" aria-label="Close">
           ..            </button>
       
   </div>
 
</div>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/swv/js/index.js?
ver=5.7.4' id='swv-js'></script>
<script type='text/javascript' id='contact-form-7-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.7.4'
id='contact-form-7-js'></script>



<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/bootstrap.min.js?ver=6.1.1'
id='caspian-bootstrapjs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/aos.js?ver=6.1.1' id='caspian-aos-
js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/owl.carousel.min.js?ver=6.1.1'
id='caspian-owlcarouseljs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/jquery.isotope.min.js?ver=6.1.1'
id='jquery.isotope.min-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/odometer.js?ver=6.1.1' id='caspian-
odometer-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/grids.min.js?ver=6.1.1' id='caspian-
grids-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/custom.js?ver=6.1.1' id='caspian-
custom-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/ui/core.min.js?ver=1.13.2' id='jquery-ui-
core-js'></script>
<script type='text/javascript' id='popup-maker-site-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/popup-maker/assets/js/site.min.js?
defer&#038;ver=1.18.0' id='popup-maker-site-js'></script>
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
<script>
...[SNIP]...
</script>
 
</body>
</html>

10.6. https://caspianequity.in/2020/01/an-economists-first-look-at-impact-
investing~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /2020/01/an-economists-first-look-at-impact-investing/

Request 1
GET /2020/01/an-economists-first-look-at-impact-investing~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1607094929.1677934583; _gid=GA1.2.1973248842.1677934583; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 



X-Content-Type-Options: nosniff
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Location: https://caspianequity.in/2020/01/an-economists-first-look-at-impact-investing~/
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Length: 0
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:58:18 GMT
Server: Apache
 

Request 2
GET /2020/01/t~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1607094929.1677934583; _gid=GA1.2.1973248842.1677934583; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 301 Moved Permanently

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/term-loan/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:58:19 GMT

 Server: Apache
  

10.7. https://caspianequity.in/about~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /about/

Request 1



GET /about~ HTTP/2
Host: caspianequity.in
Accept-Encoding: gzip, deflate
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.724010966.1677934618; _gid=GA1.2.1713745476.1677934618; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/about~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:57:50 GMT

 Server: Apache
  

Request 2
GET /f~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.724010966.1677934618; _gid=GA1.2.1713745476.1677934618; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 301 Moved Permanently

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/focus-sectors/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 



Content-Length: 0
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:57:50 GMT
Server: Apache
 

10.8. https://caspianequity.in/author/supercaspianadmin2022~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /author/supercaspianadmin2022/

Request 1
GET /author/supercaspianadmin2022~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.550897182.1677934588; _gid=GA1.2.1684508515.1677934588; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

  

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/author/supercaspianadmin2022~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:57:12 GMT

 Server: Apache
  

Request 2
GET /author/k~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.550897182.1677934588; _gid=GA1.2.1684508515.1677934588; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1



Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 2
HTTP/2 404 Not Found

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:57:12 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
 <!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->

 <title> Page not found</title>
 <!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->

 <!-- WARNING: Respond.js doesn't work if you view the page via file:// -->
 <!--[if lt IE 9]>

 <script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></script>
 <script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>

 <![endif]-->
 <meta name='robots' content='max-image-preview:large' />

 <link rel='dns-prefetch' href='//ajax.googleapis.com' />
 <link rel='dns-prefetch' href='//code.jquery.com' />

 <link rel='dns-prefetch' href='//fonts.googleapis.com' />
 <script type="text/javascript">

 ...[SNIP]...
 </script>

 <style type="text/css">
 img.wp-smiley,

 img.emoji {
    display: inline !important;

    border: none !important;
    box-shadow: none !important;

    height: 1em !important;
    width: 1em !important;

    margin: 0 0.07em !important;
    vertical-align: -0.1em !important;

    background: none !important;
    padding: 0 !important;

 }
 </style>

    <link rel='stylesheet' id='contact-form-7-css' href='https://caspianequity.in/wp-content/plugins/contact-form-
7/includes/css/styles.css?ver=5.7.4' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-fonts-main-css' href='https://fonts.googleapis.com/css?
family=Montserrat:300,400,500,600,700&#038;display=swap' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-fonts-secondary-css' href='https://fonts.googleapis.com/css?
family=Open+Sans:800,700&#038;display=swap' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-font-awesome-css' href='https://caspianequity.in/wp-content/themes/caspian/css/font-
awesome.min.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-aos-css' href='https://caspianequity.in/wp-content/themes/caspian/css/aos.css'
type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-bootstrap-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/bootstrap.min.css' type='text/css' media='all' />
<link rel='stylesheet' id='caspian-owl-carousel-css' href='https://caspianequity.in/wp-
content/themes/caspian/css/owl.carousel.min.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-calendar-ui-css' href='https://code.jquery.com/ui/1.12.1/themes/base/jquery-ui.css'
type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-odometer-css' href='https://caspianequity.in/wp-content/themes/caspian/css/odometer-
theme-default.css' type='text/css' media='all' />

 <link rel='stylesheet' id='caspian-style-css' href='https://caspianequity.in/wp-content/themes/caspian/style.css'
type='text/css' media='all' />



<link rel='stylesheet' id='caspian-responsive-css' href='https://caspianequity.in/wp-content/themes/caspian/responsive.css'
type='text/css' media='all' />
<link rel='stylesheet' id='popup-maker-site-css' href='https://caspianequity.in/wp-content/plugins/popup-
maker/assets/css/pum-site.min.css?ver=1.18.0' type='text/css' media='all' />
<style id='popup-maker-site-inline-css' type='text/css'>
/* Popup Google Fonts */
@import url('//fonts.googleapis.com/css?family=Montserrat:100');
 
/* Popup Theme 652: Light Box */
.pum-theme-652, .pum-theme-lightbox { background-color: rgba( 0, 0, 0, 0.60 ) } 
.pum-theme-652 .pum-container, .pum-theme-lightbox .pum-container { padding: 18px; border-radius: 3px; border: 3px solid
#f28b15; box-shadow: 0px 0px 30px 0px rgba( 2, 2, 2, 1.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-652 .pum-title, .pum-theme-lightbox .pum-title { color: #f28b15; text-align: center; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 500; font-size: 32px; line-height: 36px } 
.pum-theme-652 .pum-content, .pum-theme-lightbox .pum-content { color: #000000; font-family: Montserrat; font-weight:
400; font-style: italic } 
.pum-theme-652 .pum-content + .pum-close, .pum-theme-lightbox .pum-content + .pum-close { position: absolute; height:
26px; width: 26px; left: auto; right: -13px; bottom: auto; top: -13px; padding: 0px; color: #ffffff; font-family: Arial; font-weight:
100; font-size: 24px; line-height: 24px; border: 2px solid #ffffff; border-radius: 26px; box-shadow: 0px 0px 15px 1px rgba( 2,
2, 2, 0.75 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 1.00 ) } 
 
/* Popup Theme 651: Default Theme */
.pum-theme-651, .pum-theme-default-theme { background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-651 .pum-container, .pum-theme-default-theme .pum-container { padding: 18px; border-radius: 0px; border:
1px none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 249, 249, 249, 1.00 ) } 
.pum-theme-651 .pum-title, .pum-theme-default-theme .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; font-style: normal; line-height: 36px } 
.pum-theme-651 .pum-content, .pum-theme-default-theme .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400; font-style: inherit } 
.pum-theme-651 .pum-content + .pum-close, .pum-theme-default-theme .pum-content + .pum-close { position: absolute;
height: auto; width: auto; left: auto; right: 0px; bottom: auto; top: 0px; padding: 8px; color: #ffffff; font-family: inherit; font-
weight: 400; font-size: 12px; font-style: inherit; line-height: 36px; border: 1px none #ffffff; border-radius: 0px; box-shadow:
1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 183, 205,
1.00 ) } 
 
/* Popup Theme 653: Enterprise Blue */
.pum-theme-653, .pum-theme-enterprise-blue { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-653 .pum-container, .pum-theme-enterprise-blue .pum-container { padding: 28px; border-radius: 5px; border:
1px none #000000; box-shadow: 0px 10px 25px 4px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-653 .pum-title, .pum-theme-enterprise-blue .pum-title { color: #315b7c; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 34px; line-height: 36px } 
.pum-theme-653 .pum-content, .pum-theme-enterprise-blue .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-653 .pum-content + .pum-close, .pum-theme-enterprise-blue .pum-content + .pum-close { position: absolute;
height: 28px; width: 28px; left: auto; right: 8px; bottom: auto; top: 8px; padding: 4px; color: #ffffff; font-family: Times New
Roman; font-weight: 100; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 42px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 49, 91, 124, 1.00 ) }
 
/* Popup Theme 654: Hello Box */
.pum-theme-654, .pum-theme-hello-box { background-color: rgba( 0, 0, 0, 0.75 ) } 
.pum-theme-654 .pum-container, .pum-theme-hello-box .pum-container { padding: 30px; border-radius: 80px; border: 14px
solid #81d742; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ); background-color: rgba( 255, 255, 255, 1.00 ) } 
.pum-theme-654 .pum-title, .pum-theme-hello-box .pum-title { color: #2d2d2d; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Montserrat; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-654 .pum-content, .pum-theme-hello-box .pum-content { color: #2d2d2d; font-family: inherit; font-weight: 100 }
.pum-theme-654 .pum-content + .pum-close, .pum-theme-hello-box .pum-content + .pum-close { position: absolute; height:
auto; width: auto; left: auto; right: -30px; bottom: auto; top: -30px; padding: 0px; color: #2d2d2d; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 28px; border: 1px none #ffffff; border-radius: 28px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 255, 255, 255, 1.00
) } 
 
/* Popup Theme 655: Cutting Edge */
.pum-theme-655, .pum-theme-cutting-edge { background-color: rgba( 0, 0, 0, 0.50 ) } 
.pum-theme-655 .pum-container, .pum-theme-cutting-edge .pum-container { padding: 18px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 10px 25px 0px rgba( 2, 2, 2, 0.50 ); background-color: rgba( 30, 115, 190, 1.00 ) } 
.pum-theme-655 .pum-title, .pum-theme-cutting-edge .pum-title { color: #ffffff; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: Sans-Serif; font-weight: 100; font-size: 26px; line-height: 28px } 
.pum-theme-655 .pum-content, .pum-theme-cutting-edge .pum-content { color: #ffffff; font-family: inherit; font-weight: 100 }
.pum-theme-655 .pum-content + .pum-close, .pum-theme-cutting-edge .pum-content + .pum-close { position: absolute;
height: 24px; width: 24px; left: auto; right: 0px; bottom: auto; top: 0px; padding: 0px; color: #1e73be; font-family: Times New
Roman; font-weight: 100; font-size: 32px; line-height: 24px; border: 1px none #ffffff; border-radius: 0px; box-shadow: -1px
1px 1px 0px rgba( 2, 2, 2, 0.10 ); text-shadow: -1px 1px 1px rgba( 0, 0, 0, 0.10 ); background-color: rgba( 238, 238, 34, 1.00 )
} 
 
/* Popup Theme 656: Framed Border */
.pum-theme-656, .pum-theme-framed-border { background-color: rgba( 255, 255, 255, 0.50 ) } 
.pum-theme-656 .pum-container, .pum-theme-framed-border .pum-container { padding: 18px; border-radius: 0px; border:
20px outset #dd3333; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.97 ) inset; background-color: rgba( 255, 251, 239, 1.00 )
} 



.pum-theme-656 .pum-title, .pum-theme-framed-border .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px
0px rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 100; font-size: 32px; line-height: 36px } 
.pum-theme-656 .pum-content, .pum-theme-framed-border .pum-content { color: #2d2d2d; font-family: inherit; font-weight:
100 } 
.pum-theme-656 .pum-content + .pum-close, .pum-theme-framed-border .pum-content + .pum-close { position: absolute;
height: 20px; width: 20px; left: auto; right: -20px; bottom: auto; top: -20px; padding: 0px; color: #ffffff; font-family: Tahoma;
font-weight: 700; font-size: 16px; line-height: 18px; border: 1px none #ffffff; border-radius: 0px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.23 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.23 ); background-color: rgba( 0, 0, 0, 0.55 ) } 
 
/* Popup Theme 657: Floating Bar - Soft Blue */
.pum-theme-657, .pum-theme-floating-bar { background-color: rgba( 255, 255, 255, 0.00 ) } 
.pum-theme-657 .pum-container, .pum-theme-floating-bar .pum-container { padding: 8px; border-radius: 0px; border: 1px
none #000000; box-shadow: 1px 1px 3px 0px rgba( 2, 2, 2, 0.23 ); background-color: rgba( 238, 246, 252, 1.00 ) } 
.pum-theme-657 .pum-title, .pum-theme-floating-bar .pum-title { color: #505050; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-657 .pum-content, .pum-theme-floating-bar .pum-content { color: #505050; font-family: inherit; font-weight:
400 } 
.pum-theme-657 .pum-content + .pum-close, .pum-theme-floating-bar .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 5px; bottom: auto; top: 50%; padding: 0px; color: #505050; font-family: Sans-
Serif; font-weight: 700; font-size: 15px; line-height: 18px; border: 1px solid #505050; border-radius: 15px; box-shadow: 0px
0px 0px 0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00
); transform: translate(0, -50%) } 
 
/* Popup Theme 658: Content Only - For use with page builders or block editor */
.pum-theme-658, .pum-theme-content-only { background-color: rgba( 0, 0, 0, 0.70 ) } 
.pum-theme-658 .pum-container, .pum-theme-content-only .pum-container { padding: 0px; border-radius: 0px; border: 1px
none #000000; box-shadow: 0px 0px 0px 0px rgba( 2, 2, 2, 0.00 ) } 
.pum-theme-658 .pum-title, .pum-theme-content-only .pum-title { color: #000000; text-align: left; text-shadow: 0px 0px 0px
rgba( 2, 2, 2, 0.23 ); font-family: inherit; font-weight: 400; font-size: 32px; line-height: 36px } 
.pum-theme-658 .pum-content, .pum-theme-content-only .pum-content { color: #8c8c8c; font-family: inherit; font-weight:
400 } 
.pum-theme-658 .pum-content + .pum-close, .pum-theme-content-only .pum-content + .pum-close { position: absolute;
height: 18px; width: 18px; left: auto; right: 7px; bottom: auto; top: 7px; padding: 0px; color: #000000; font-family: inherit;
font-weight: 700; font-size: 20px; line-height: 20px; border: 1px none #ffffff; border-radius: 15px; box-shadow: 0px 0px 0px
0px rgba( 2, 2, 2, 0.00 ); text-shadow: 0px 0px 0px rgba( 0, 0, 0, 0.00 ); background-color: rgba( 255, 255, 255, 0.00 ) } 
 
#pum-661 {z-index: 1999999999}
 
</style>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery.min.js?ver=3.6.1' id='jquery-core-js'>
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2' id='jquery-
migrate-js'></script>
<link rel="https://api.w.org/" href="https://caspianequity.in/wp-json/" /><link rel="EditURI" type="application/rsd+xml"
title="RSD" href="https://caspianequity.in/xmlrpc.php?rsd" />
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://caspianequity.in/wp-includes/wlwmanifest.xml"
/>
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="32x32" />
<link rel="icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" sizes="192x192" />
<link rel="apple-touch-icon" href="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
<meta name="msapplication-TileImage" content="https://caspianequity.in/wp-content/uploads/2022/11/index.png" />
</head>
<body class="error404">
<header class="main-header">
<div class="header-top">
<div class="container"> 
<div class="header-top-left">
<!-- <div class="select-sites">
<select onchange="location = this.options[this.selectedIndex].value;" class="showGallery">
<option>See also...</option>
<option value="https://www.caspianequity.in/">caspianquity</option>
<option value="https://www.caspiandebt.in/">caspiandebt</option>
</select>
</div> -->
<ul>
<li><a href="https://www.caspian.in/">Caspian</a></li>
<li><a href="https://caspiandebt.in/">caspian debt</a></li>
</ul>
</div> 
<div class="header-top-right">
<div class="social-icons">
<a href="https://twitter.com/caspian_impact" target="_blank"><img src="https://www.caspian.in/wp-
content/uploads/2020/02/twitter.png" alt=""></a>
<a href="https://www.linkedin.com/company/caspian-advisors-private-limited/" target="_blank"><img
src="https://www.caspian.in/wp-content/uploads/2020/02/link-icon.png" alt=""></a>
<a href="https://www.youtube.com/channel/UC6Yt0YtFvnQK34yaFe8kRNw" target="_blank"><i class="fa fa-youtube-play"
aria-hidden="true">
...[SNIP]...
</a> 



</div>
</div>
</div>
 
<div class="clearfix"></div>
</div>
    <section class="header-main-nav">
<div class="container">
<div class="row">
 
 
<nav class="navbar main-nav col-sm-12">
<a href="https://caspianequity.in"><img src="https://caspianequity.in/wp-content/themes/caspian/images/logo-equity.png"
alt="" /></a>
<div class="main-nav-in">
<div class="main-menu">
<!-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#mainNav">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
</div>
<div id="mainNav" class="collapse navbar-collapse"><ul id="menu-main-menu" class="nav navbar-nav"><li id="menu-
item-582" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-item-582
dropdown"><a title="Ventures" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Ventures <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-581" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-581"><a
title="SME Impact fund" href="https://caspianequity.in/sme-impact-fund/">SME Impact fund</a></li>
   <li id="menu-item-578" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-578"><a
title="PORTFOLIO" href="https://caspianequity.in/portfolio/">PORTFOLIO</a></li>
</ul>
</li>
<li id="menu-item-25" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-25 dropdown"><a title="WE" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-haspopup="true">WE
<span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-598" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-598"><a
title="About" href="https://caspianequity.in/about/">About</a></li>
</ul>
</li>
<li id="menu-item-584" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-has-children menu-
item-584 dropdown"><a title="Nurture" href="#" data-toggle="dropdown" class="dropdown-toggle" aria-
haspopup="true">Nurture <span class="caret"></span></a>
<ul role="menu" class=" dropdown-menu">
   <li id="menu-item-579" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-579"><a
title="BELLWETHER" href="https://caspianequity.in/bellwether/">BELLWETHER</a></li>
   <li id="menu-item-580" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-580"><a
title="IFIF" href="https://caspianequity.in/ifif/">IFIF</a></li>
   <li id="menu-item-26" class="menu-item menu-item-type-custom menu-item-object-custom menu-item-26"><a
title="Beyond Capital" target="_blank" href="#">Beyond Capital</a></li>
</ul>
</li>
</ul></div> </div>
 
</div>
</nav> 
</div>
</div>
    </section>
</header>
<div id="myNav" class="overlay">
<a href="javascript:void(0)" class="closebtn" onclick="closeNav()">&times;</a>
<div class="overlay-content">
<a href="#">About</a>
<a href="#">Services</a>
<a href="#">Clients</a>
<a href="#">Contact</a>
</div>
</div>
   <div id="primary" class="content-area">
<div class="container">
       <main id="main" class="site-main">
 
           <section class="error-404 not-found">
               <header class="page-header">



                   <h1 class="page-title">Oops! That page can&rsquo;t be found.</h1>
                   <h2>404</h2>
               </header><!-- .page-header -->
 
           </section><!-- .error-404 -->
 
       </main><!-- #main -->
   </div>
   </div><!-- #primary -->
 
<footer class="main-footer">
</footer>
<div class="copyright">
<div class="container">
<p style="max-width:400px">.. Copyright 2022 CASPIAN EQUITY</p>
<div class="copyright-right">
<div class="menu-footer-menu4-container">
<ul>
<li><a href="https://www.caspianequity.in/investor-complaints/">Investor Complaints</a></li>
<li ><a href="https://www.caspian.in/blog/">Blog</a></li>
<li ><a href="https://caspianequity.in/principal-contact-details-others/">Principal contact details & others</a></li>
</ul>
</div>
</div>
</div>
</div>
<div id="pum-661" class="pum pum-overlay pum-theme-652 pum-theme-lightbox popmake-overlay auto_open click_open"
data-popmake="{&quot;id&quot;:661,&quot;slug&quot;:&quot;disclaimer-on-
website&quot;,&quot;theme_id&quot;:652,&quot;cookies&quot;:[],&quot;triggers&quot;:
[{&quot;type&quot;:&quot;auto_open&quot;,&quo
...[SNIP]...
,&quot;overlay_click&quot;:false,&quot;esc_press&quot;:false,&quot;f4_press&quot;:false},&quot;click_open&quot;:[]}}"
role="dialog" aria-modal="false"
                                   aria-labelledby="pum_popup_title_661">
 
   <div id="popmake-661" class="pum-container popmake theme-652 pum-responsive pum-responsive-medium responsive
size-medium">
 
               
 
                           <div id="pum_popup_title_661" class="pum-title popmake-title">
               Disclaimer!!!            </div>
       
 
       
 
               <div class="pum-content popmake-content" tabindex="0">
           <p style="color:#ff3304; line-height:30px;">...Caspian Impact Investments Private Limited CIN
[U65993TG1991PTC013491], an NBFC registered with Reserve Bank of India having registered office at [4th Floor, Plot No ...
40 &amp; 41, Ventureast Plaza, Financial District, Gachibowli, Hyderabad ... 500032, Telangana, India ] ; hereby cautions the
general public that some unscrupulous individuals are trying to mislead the public that the Company is offering instant loans
through mobile apps. We hereby declare that we do not have any mobile app in android or apple store and we are NOT in the
business of offering instant loans. We urge the public not to be misled by such wrong communications made by any
individual/agency. Necessary criminal action will be initiated against such agencies or individuals.</p>
<p style="color:#ff3304; line-height:30px;">General Public is also further hereby warned that Caspian Impact Investments
Private Limited shall not be liable and responsible for any loss or any other inconvenience or if anyone is misled, trapped by
such fraudulent practices either in past or in future....</p>
       </div>
 
 
               
 
                           <button type="button" class="pum-close popmake-close" aria-label="Close">
           ..            </button>
       
   </div>
 
</div>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/swv/js/index.js?
ver=5.7.4' id='swv-js'></script>
<script type='text/javascript' id='contact-form-7-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.7.4'
id='contact-form-7-js'></script>
<script type='text/javascript' src='https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js?ver=6.1.1' id='caspian-js-
js'></script>
<script type='text/javascript' src='https://code.jquery.com/ui/1.12.1/jquery-ui.js?ver=6.1.1' id='caspian-calendar-js-js'>
</script>



<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/bootstrap.min.js?ver=6.1.1'
id='caspian-bootstrapjs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/aos.js?ver=6.1.1' id='caspian-aos-
js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/owl.carousel.min.js?ver=6.1.1'
id='caspian-owlcarouseljs-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/jquery.isotope.min.js?ver=6.1.1'
id='jquery.isotope.min-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/odometer.js?ver=6.1.1' id='caspian-
odometer-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/grids.min.js?ver=6.1.1' id='caspian-
grids-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/themes/caspian/js/custom.js?ver=6.1.1' id='caspian-
custom-js-js'></script>
<script type='text/javascript' src='https://caspianequity.in/wp-includes/js/jquery/ui/core.min.js?ver=1.13.2' id='jquery-ui-
core-js'></script>
<script type='text/javascript' id='popup-maker-site-js-extra'>
...[SNIP]...
</script>
<script type='text/javascript' src='https://caspianequity.in/wp-content/plugins/popup-maker/assets/js/site.min.js?
defer&#038;ver=1.18.0' id='popup-maker-site-js'></script>
<!-- Global site tag (gtag.js) - Google Analytics -->
<script async src="https://www.googletagmanager.com/gtag/js?id=UA-164937627-2"></script>
<script>
...[SNIP]...
</script>
 
</body>
</html>

10.9. https://caspianequity.in/principal-contact-details-others~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /principal-contact-details-others/

Request 1
GET /principal-contact-details-others~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2095841992.1677934658; _gid=GA1.2.748475753.1677934658; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/principal-contact-details-others~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 



Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Length: 0
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:58:36 GMT
Server: Apache
 

Request 2
GET /c~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.2095841992.1677934658; _gid=GA1.2.748475753.1677934658; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 301 Moved Permanently

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/champion/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 12:58:36 GMT

 Server: Apache
  

10.10. https://caspianequity.in/sme-impact-fund~

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /sme-impact-fund/

Request 1
GET /sme-impact-fund~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8



User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.1018786584.1677934724; _gid=GA1.2.1626107860.1677934724; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 301 Moved Permanently

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/sme-impact-fund~/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 13:01:23 GMT

 Server: Apache
  

Request 2
GET /e~ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1018786584.1677934724; _gid=GA1.2.1626107860.1677934724; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 301 Moved Permanently

 Expires: Wed, 11 Jan 1984 05:00:00 GMT
 Cache-Control: no-cache, must-revalidate, max-age=0

 X-Redirect-By: WordPress
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Location: https://caspianequity.in/champion/equity-story/
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Length: 0

 Content-Type: text/html; charset=UTF-8
 Date: Sat, 04 Mar 2023 13:01:23 GMT

 Server: Apache
  



11. Email addresses disclosed

There are 3 instances of this issue:

/
/principal-contact-details-others/
/wp-json/wp/v2/pages/614

Issue background
The presence of email addresses within application responses does not necessarily constitute a security vulnerability. Email
addresses may appear intentionally within contact information, and many applications (such as web mail) include arbitrary
third-party email addresses within their core content.

However, email addresses of developers and other individuals (whether appearing on-screen or hidden within page source) may
disclose information that is useful to an attacker; for example, they may represent usernames that can be used at the
application's login, and they may be used in social engineering attacks against the organization's personnel. Unnecessary or
excessive disclosure of email addresses may also lead to an increase in the volume of spam email received.

Issue remediation
Consider removing any email addresses that are unnecessary, or replacing personal addresses with anonymous mailbox
addresses (such as helpdesk@example.com).

To reduce the quantity of spam sent to anonymous mailbox addresses, consider hiding the email address and instead providing
a form that generates the email server-side, protected by a CAPTCHA if necessary.

Vulnerability classifications
CWE-200: Information Exposure
CAPEC-37: Retrieve Embedded Sensitive Data

11.1. https://caspianequity.in/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /

Issue detail
The following email address was disclosed in the response:

srinivas@caspian.in

Request 1
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Upgrade-Insecure-Requests: 1

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 

https://cwe.mitre.org/data/definitions/200.html
https://capec.mitre.org/data/definitions/37.html


Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:42:07 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...
 <a href="mailto:srinivas@caspian.in">

 ...[SNIP]...

11.2. https://caspianequity.in/principal-contact-details-others/

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /principal-contact-details-others/

Issue detail
The following email address was disclosed in the response:

caspiancompliance@caspian.in

Request 1
GET /principal-contact-details-others/ HTTP/2
Host: caspianequity.in
Accept-Encoding: gzip, deflate
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36
Connection: close
Cache-Control: max-age=0
Cookie: _ga=GA1.2.1370049143.1677933752; _gid=GA1.2.920622531.1677933752; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1



HTTP/2 200 OK
Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/614>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=614>; rel=shortlink
X-Content-Type-Options: nosniff
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: text/html; charset=UTF-8
Date: Sat, 04 Mar 2023 12:42:32 GMT
Server: Apache
 
<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
 
...[SNIP]...
<br />
6629 7100, Email id: caspiancompliance@caspian.in</h5>
...[SNIP]...

11.3. https://caspianequity.in/wp-json/wp/v2/pages/614

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /wp-json/wp/v2/pages/614

Issue detail
The following email address was disclosed in the response:

caspiancompliance@caspian.in

Request 1
GET /wp-json/wp/v2/pages/614 HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.1759085484.1677933991; _gid=GA1.2.1240052596.1677933991; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"

 Sec-CH-UA-Platform: Windows
 Sec-CH-UA-Mobile: ?0

  

Response 1
HTTP/2 200 OK
X-Robots-Tag: noindex
X-Content-Type-Options: nosniff
Access-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
Access-Control-Allow-Headers: Authorization, X-WP-Nonce, Content-Disposition, Content-MD5, Content-Type
Link: <https://caspianequity.in/principal-contact-details-others/>; rel="alternate"; type=text/html



Allow: GET
Vary: Origin,Accept-Encoding
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-Xss-Protection: 1
Content-Type: application/json; charset=UTF-8
Date: Sat, 04 Mar 2023 12:46:31 GMT
Server: Apache
 
{"id":614,"date":"2022-09-23T03:48:55","date_gmt":"2022-09-23T03:48:55","guid":{"rendered":"https:\/\/caspianequity.in\/?
page_id=614"},"modified":"2022-09-23T13:40:44","modified_gmt":"2022-09-23T13:40
...[SNIP]...
<br \/>\n6629 7100, Email id: caspiancompliance@caspian.in<\/h5>
...[SNIP]...

12. Robots.txt file

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /robots.txt

Issue detail
The web server contains a robots.txt file.

Issue background
The file robots.txt is used to give instructions to web robots, such as search engine crawlers, about locations within the web site
that robots are allowed, or not allowed, to crawl and index.

The presence of the robots.txt does not in itself present any kind of security vulnerability. However, it is often used to identify
restricted or private areas of a site's contents. The information in the file may therefore help an attacker to map out the site's
contents, especially if some of the locations identified are not linked from elsewhere in the site. If the application relies on
robots.txt to protect access to these areas, and does not enforce proper access control over them, then this presents a serious
vulnerability.

Issue remediation
The robots.txt file is not itself a security threat, and its correct use can represent good practice for non-security reasons. You
should not assume that all web robots will honor the file's instructions. Rather, assume that attackers will pay close attention to
any locations identified in the file. Do not rely on robots.txt to provide any kind of protection over unauthorized access.

Vulnerability classifications
CWE-200: Information Exposure

Request 1
GET /robots.txt HTTP/1.1

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept: */*
 Accept-Language: en-US;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178
Safari/537.36

 Connection: close
Cache-Control: max-age=0

  

Response 1

https://cwe.mitre.org/data/definitions/200.html


HTTP/1.1 200 OK
Date: Sat, 04 Mar 2023 12:49:23 GMT
Server: Apache
X-Content-Type-Options: nosniff
Content-Security-Policy: upgrade-insecure-requests
X-Frame-Options: SAMEORIGIN
Upgrade: h2,h2c
Connection: Upgrade, close
Last-Modified: Mon, 19 Dec 2022 10:24:30 GMT
Accept-Ranges: bytes
Content-Length: 24
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=self
X-XSS-Protection: 1
Content-Type: text/plain
 
User-Agent: *
Disallow:

13. Cacheable HTTPS response

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /

Issue detail
This issue was found in multiple locations under the reported path.

Issue background
Unless directed otherwise, browsers may store a local cached copy of content received from web servers. Some browsers,
including Internet Explorer, cache content accessed via HTTPS. If sensitive information in application responses is stored in the
local cache, then this may be retrieved by other users who have access to the same computer at a future time.

Issue remediation
Applications should return caching directives instructing browsers not to store local copies of any sensitive data. Often, this can
be achieved by configuring the web server to prevent caching for relevant paths within the web root. Alternatively, most web
development platforms allow you to control the server's caching directives from within individual scripts. Ideally, the web server
should return the following HTTP headers in all responses containing sensitive content:

Cache-control: no-store
Pragma: no-cache

Vulnerability classifications
CWE-524: Information Exposure Through Caching
CWE-525: Information Exposure Through Browser Caching
CAPEC-37: Retrieve Embedded Sensitive Data

Request 1
GET /2017/09/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

https://cwe.mitre.org/data/definitions/524.html
https://cwe.mitre.org/data/definitions/525.html
https://capec.mitre.org/data/definitions/37.html


Cache-Control: max-age=0
Cookie: _ga=GA1.2.1872709402.1677934068; _gid=GA1.2.828212739.1677934068; _gat_gtag_UA_164937627_2=1
Upgrade-Insecure-Requests: 1
Referer: https://caspianequity.in/2020/01/an-economists-first-look-at-impact-investing/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
 

Response 1
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/"
 X-Content-Type-Options: nosniff

 Content-Security-Policy: upgrade-insecure-requests
 X-Frame-Options: SAMEORIGIN

 Vary: Accept-Encoding
 Strict-Transport-Security: max-age=31536000

 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:47:49 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...

Request 2
GET / HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Upgrade-Insecure-Requests: 1

 Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 2
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/pages/7>;
rel="alternate"; type="application/json", <https://caspianequity.in/>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:42:07 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">



<meta name="viewport" content="width=device-width, initial-scale=1">
 
...[SNIP]...

Request 3
GET /2017/09/gps-renewables-tackling-two-big-challenges-of-solid-waste/ HTTP/2

 Host: caspianequity.in
 Accept-Encoding: gzip, deflate

 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

 Accept-Language: en-US;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.178

Safari/537.36
 Connection: close

Cache-Control: max-age=0
 Cookie: _ga=GA1.2.332895080.1677934024; _gid=GA1.2.1434600337.1677934024; _gat_gtag_UA_164937627_2=1

 Upgrade-Insecure-Requests: 1
 Referer: https://caspianequity.in/author/supercaspianadmin2022/

Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="110", "Chromium";v="110"
 Sec-CH-UA-Platform: Windows

 Sec-CH-UA-Mobile: ?0
  

Response 3
HTTP/2 200 OK

 Link: <https://caspianequity.in/wp-json/>; rel="https://api.w.org/", <https://caspianequity.in/wp-json/wp/v2/posts/206>;
rel="alternate"; type="application/json", <https://caspianequity.in/?p=206>; rel=shortlink

 X-Content-Type-Options: nosniff
 Content-Security-Policy: upgrade-insecure-requests

 X-Frame-Options: SAMEORIGIN
 Vary: Accept-Encoding

 Strict-Transport-Security: max-age=31536000
 Referrer-Policy: strict-origin-when-cross-origin
 Permissions-Policy: geolocation=self

 X-Xss-Protection: 1
 Content-Type: text/html; charset=UTF-8

 Date: Sat, 04 Mar 2023 12:47:04 GMT
 Server: Apache

  
<!DOCTYPE html>

 <html lang="en">
 <head>

 <meta charset="utf-8">
 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width, initial-scale=1">
  

...[SNIP]...

14. TLS certificate

Summary
Severity:   Information

Confidence:   Certain

Host:   https://caspianequity.in

Path:   /

Issue detail
The server presented a valid, trusted TLS certificate. This issue is purely informational.

 
The server presented the following certificates:

 

Server certificate
Issued to:   caspianequity.in, www.caspianequity.in



Issued by:   Go Daddy Secure Certificate Authority - G2
Valid from:   Wed Feb 01 13:47:19 IST 2023
Valid to:   Thu Feb 01 13:47:19 IST 2024

Certificate chain #1
Issued to:   Go Daddy Secure Certificate Authority - G2
Issued by:   Go Daddy Root Certificate Authority - G2
Valid from:   Tue May 03 12:30:00 IST 2011
Valid to:   Sat May 03 12:30:00 IST 2031

Certificate chain #2
Issued to:   Go Daddy Root Certificate Authority - G2
Issued by:   Go Daddy Class 2 Certification Authority
Valid from:   Wed Jan 01 12:30:00 IST 2014
Valid to:   Fri May 30 12:30:00 IST 2031

Certificate chain #3
Issued to:   Go Daddy Class 2 Certification Authority
Issued by:   Go Daddy Class 2 Certification Authority
Valid from:   Tue Jun 29 22:36:20 IST 2004
Valid to:   Thu Jun 29 22:36:20 IST 2034

Issue background
TLS (or SSL) helps to protect the confidentiality and integrity of information in transit between the browser and server, and to
provide authentication of the server's identity. To serve this purpose, the server must present an TLS certificate that is valid for
the server's hostname, is issued by a trusted authority and is valid for the current date. If any one of these requirements is not
met, TLS connections to the server will not provide the full protection for which TLS is designed.

It should be noted that various attacks exist against TLS in general, and in the context of HTTPS web connections in particular. It
may be possible for a determined and suitably-positioned attacker to compromise TLS connections without user detection even
when a valid TLS certificate is used.

Vulnerability classifications
CWE-295: Improper Certificate Validation
CWE-326: Inadequate Encryption Strength
CWE-327: Use of a Broken or Risky Cryptographic Algorithm

Report generated by SiteWALL web vulnerability scanner at Mon Mar 06 16:02:46 IST 2023.
 

https://cwe.mitre.org/data/definitions/295.html
https://cwe.mitre.org/data/definitions/326.html
https://cwe.mitre.org/data/definitions/327.html

